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TENDER 2655/20182020

PREAMBLE

WHEREAS Tender 2455/2019/20 was owarded to [|]NEEG (svppie or
- on 15 February 2021 in line with resolution SCMB 53/02/21, for the Supply,
Support, Maintenance and Services of ICT Security related infrastructure, software,
services and keensing for the City of Cape Town for o period not exceeding S years,
commencing from the date of commencement of the contract until 30 June 2025
(“the Tender").

AND WHEREAS in line with resolution SCMB 53/02/21, the conclusion of this
Memorandum of Agreement beitween the City of Cape Town and the Supplier is
subject to the conclusion of the process preseribed by section 33 of the Local
Govemment: Municipal Finance Management Act 54 of 2003;

AND WHEREAS il is recorded that this Contract will be govemed by the provisions of
the Special Conditions of Contract, refering to the National Treasury — General
Condifions of Contract [revised July 2010) (“GCC"), read with the Conlract Specific
Daota (“SCC") as set out in the Controct.

NOW THEREFORE THE PARTIES AGREE AS FOILLOWS:

1. PARTIES

The Parties to this Contract are:

1.1. The CHy of Cape Town. o metropolitan municipality, established in lerms of the
Local Government: Municipal Structures Act. 117 of 1998 read with the Province
of the Westem Cape: Provincial Gazetle 5588 dated 22 September 2000. os
amended (“the Purchaser”). herein represented by the [N o his
nominee ond duly authorised hereto:

12 _ o pivate company registered in terms of the laws of the
Republic of South Africa with registration no _ (the “Supplier” or

= emE
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"_], herein represenied by ifs duly authorised representative,
I - his copacity os I

eoch a "Parly” ond together the “Parhies”,
2.  INTERPRETATION AND DEFINITIONS

2.1 The headings in this MOA are inserted for reference purpose only and shall in
no way govem or effect the interpretation of this MOA nor modify or amplify
the terms of this MOA or any clouse hereof.

2.2 Unless the context otherwise requires, reference 1o the singular shall include o
reference to the plural, and vice versa, reference to aony gender shall g
reference to all other genders, and vice versa, and words importing natural

persons shall include legal persons, and vice verso.

2.3 Any reference o “the Parlies” or “a Parly” will meon a reference 1o the City. the
Supplier or both, depending on the context.

2.4 All annexures fo this MOA form an integral part hereof and expressions defined in
the MOA shall, unless the context othermwise requires, bear the some meaning in such

annexures.

2.5 In the event of any conflict between the provisions of this Contract, the GCC and
any Annexure attached hereto, or any other document incorporated by reference
to this Contract, save to the extent expressly stated fo the confrary, such Confict will
De resolved by giving precedence to such different poris of this Contract in the

following order of precedence:

2.5.1 first, the terms and conditions of the SCC:

2.5.2 second, the terms and condilfions of the GCC:
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2.5.3 third, Annexures and schedules to this Confract: and

2 5 4 fourth, any other documents incorporated by reference.

2.6 The provisions of this Confract supersede and replace the provisions of any previous
agreement entered info between the Porties relating fo the some subject matter.

2.7 Unless inconsistent with the context. the expressons set forth in this MOA shall bear

the following meonings:

1271 | “moA" | means this Memorandum of Agreement entered intol
‘ between the City and the Supplier and shall superced all
agreements previously entered into;

|

: _— >
| 27.2 | “ihe parties™ means the Parties to this Agreement referred to in clouse 1
‘ and "Party” shall mean either of them;

2.7.3. | “the fender” Means tender number 2655/2019/20 for the Supply.)
Support, Maintenance and Services of ICT Security reioted
infrastructure, software. services and licensing for the City
of Cape Town;

|
|

2.74. | “the Commencement | Means the signoture date;

Date”
275, | “the complefion dafe’ | Means 30 June 2025: ond
2.7.6. ['Signature Daie" means the date on which this Agreement i signed by th'

Party signing last in time.,
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3  CONIRACT PERIOD

3.1The Parties agree ond record herein that the controct period for the MOA shall
commence on the commencement date and terminale on the completion

dale.

3.2 Unless terminated cadier in occordance with the provisions gs sef out in the
GCC or gny other provision in terms of this Contract. this Contract sholl

commence on the commencement date and will lerminate on 30 June 2025.
4 MUTUAL GOOD FAITH / CO-OPERATION

4.1 The Partics represent ond undertake 1o do all such things, perform all such acts and
fake all steps to procure the doing of all such things and the performance of oll
such acls, as may be necessary or incidentol lo give effect to the execution of this

Contract.

4.2 The Parties shall at ol times during the confinuance of this Contract observe the
principles of good faith towards one another in the performance of their obligatfions
in ferms of this Controct.

S  OBLIGATIONS OF THE PURCHASER

5.1 The Purchaser underickes fo perform ifs obligations in accordance with the
Contract, incduding but not limited 1o, the provision of the Goods and the supply of
Services as set out in the conditions and specifications of the Tender, and subjec!
to the salsfactory fulfiment of the obligotions by the Supplier as set out in this

Contract.

5.2 The Purchaser shall monitor and evaluate the Supplier's performance in respect of
and in accordance with the provisions of this Contract, the GCC and any annexwure
and/or appendix olfached hereto, or any other document incomorated by

. 5
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reference to this Contract, including the spedifications and conditions of tender for

the Tender.
4 OBLIGATIONS OF THE SUPPLIER

6.1 The Supplier hereby agrees ond underfakes to provide the Goods ond Supply the
Services to the Purchaser gs set out in this Contract, the GCC and any cnnexure and/or
gppendix aifached hereto, or any other document! incorporated by reference 1o this
Controc!. including the specifications and conditions of tender for the Tender.

6.2 The Supplier will perform its obligations as expedifiously os possible and furthermore
agrees and undertakes to provide the Goods and supply the Services in accordance
with the operational requirements of the Purchaser.

6.3 The Suppher will ensure that the Goods provided and the Services supplied will be of o
safisfactory quality and fit for purpose.

é.4 The Supplier shall, ensure thot its employees, agents, representatives, subcontraciors
and supplers comply with this Confract and all applicable Laws in the execution of ifs
obligations 1o provide the Goods and supply the Services.

6.5 The Supplier will nof conduci any octivity of whatsoever nature which may be
detnmenital 1o the Purchaser's reputation and goodwill.

6.6 The Supplier underfakes 10 and in favour of the Purchaser that it — 6.6.1 has the
resources. necetsary expertise and skill, copobilifies and fechnology to provide the
Goods and supply the Services; and

6.6.1 has effective, efficient and ransparent financial management and control systerms

in place.

———————
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7  PRICING SCHEDULE

7.1 The Pricing Schedule for the provision of Goods and supply of Services shall be as set
out in this MOA under Appendix AS below.

7.2 The Supplier shall not be entfitied to any other consideration for the provision of Goods
and supply of Services other than as provided for in this Contract, the GCC and any
onnexure and/or appendix hereto, or any other document incorporated by reference
fo this Confract, including the specifications and conditions of tender for the Tender.

8 ENTIRE AGREEMENT

8.1 This Agreement constitutes the enlirc ogreement between the Parfies and no
cmendment, glterafion, addition or varialion of any right, ferm or condition of this
Agreement will be of any force or effect unless reduced o writing and signed by
the Parlies o this Agreement.

82 The Parties agree thot there are no  conditions, variations
or representations, whether oral or written and whether expressed or implied or
otherwise, other than those contgined in this Agreement.

8.3 This Agreement reploces any other previous verbal or written agreements entered
info between the Porties.

8.4 The Conditions of Tender, retumable schedules and annexures which are required
for tender evaluation purposes, shall form part of the contract ansing from the
invitation o tender. Accordingly, the condifions of tender and relevent refumaobie
schedules. although not attached 1o this Contract, are specifically incorporated
by way of reference and shall form part of the Conltract between the parties.

I
i —
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WHOLE AGREEMENT, WAIVER AND VARIATION

The MOA embodies the whole ogreement between the Parties, No other
agreement, whether oral, implied or otherwise, will be of any force and effect
unless it is reduced to wiiting and signed by the Supplier and the City, or their
duly appointed representatives. There has been no representation which
forms part of this MOA which has not been included herein.

Any relaxation, indulgence or waiver which the City may grant to the Supplier
or any condonation by the City of any breach of the terms of this MOA will
not become binding on the City, The City will at all times be entitied o claim
due and prompl performonce by the Supplier of all of the Supplier's
obligations in terms of this MOA.

No variation of the terms of this MOA will be of any force or effect unless
reduced lo writing ond signed by the Supplier and the City, or their duly
appointed represeniatives.

The Conditions of Tender, retumable schedules and annexures which are
required for fender evaluafion purposes, shall form part of the contract arising
from the invitation to tender. Accordingly. the conditions of tender and
relevant refumable schedules, although not attached to this Contract, are
specifically incorporated by way of reference and shall form part of the
Conlract between the parties.

I
ul C
I
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THE CITY OF CAPE TOWN:

Signature:

Name:

Copacity:

Dale:

Witness 2:

SUPPLIER:

Signalure;

Name:

Capacity:

Date:

Wilness 1: Date: |11- OG- 262 |

Witness 2: Date.
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Service Level Agreement
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Specifications
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A1l - FORM OF OFFER AND ACCEPTANCE

PART A (TO BE FILLED IN BY TENDERER):

1.1 Required Details (Please provide opplicable details in full):

(3) FORM OF OFFER AND ACCEPTANCE

TENDER 2655/2019/2020; SUPPLY, SUPPORT, MAINTENANCE OF ICT

SECURITY RELATED INFRASTRUCTURE, SOFTWARE, SERVICES AND
LICENSING

PART A (TO BE FILLED IN BY TENDERER):
11  Reguind Datx@ic (Peaes provide spoiicntie detads i 4.8
[ Fewm of Tomdoring Easty” :
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PART B (TO BE FILLED IN BY THE CITY OF CAPE TOWN)

By signing this Form of Offer and Acceplance the City of Cape Town (akso referred
to as the ‘Purchaser’),

accepts the offer submitted by (| P: AL50 REFERRED TO AS THE “SUPPLIER")
, thereby concluding

a confroct with the supplier for o confroct period commencing from date of

commencement of contract and terminating on 30 June 2025;

underiakes lo make payment for the goods/services delivered in accordance with the

terms ond conditions of the Contract.

SIGNED AT ___ONTHIS THE DAY OF _ 20
(PLACE] (DD} (MM (YY)

Signalurefs) (_md stamp of
|

F’ri'r:f name(s):
(Suly outhorsed in lerms of the System
of Deicgatons as approved by Counci)

12
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FORM OF OFFER AND ACCEPTANCE (continued)

{TO BE FILLED IN BY THE CITY OF CAPE TOWN)

SCnequie or beviatons

Notes:
The exient of deviations from the tender documents issued by the CCT before the
tender closing date i limited to those permitted in terms of the conditions of
lender.
A tenderer’s covering letter shall not be included in the final confract document.
Should any matter in such letter, which constitutes o devialion as aforescid,
becomeﬂ\esubjeciologeemenfsreocredduhglheptmofoﬁerand
acceplance, the oculcome of such agreement shall be recorded here.
Any other matter arising from the process of offer and acceptance either as o
confirmation, clarification or change to the tender documents and which it is
ogreed by the Parlies becomes an obligation of the coniract shall also be
recorded here.
Any change or addilion to the tender documents arising from the above
agreements and recorded here, shall also be incorporated into the final draft of
the Conilract.

Suibuasrt

Detaiks .

PRI o v S T e o e )
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By the duly authonsed representatives signing this agreement, the CCT and the
tenderer agree to and accept the foregoing schedule of deviations as the only
deviations from and amendments to this tender document and addenda thereto as
listed in the returmnable schedules, as well as any confirmation, clarification or
changes to the terms of the offer agreed by the tenderer and the CCT during this
process of offer and occeplance.

IT 15 exXpressly agreed 1hat no other matter whether in wiiling, oral communication or
implied during the period befween the ksue of the tender documents and the
receipt by the fenderer of o completed signed copy of this Agreement shall hove
any meaning or effect in the contract between the paorties arising from this
agreement,

14
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The following Special Conditions of Controct, refeming to the National Treasury -
Conditions of Contract {revised July 2010), are applicable to this Contract:

Delele Clause 1.15 and subsfitute with the following

1.15 The word *‘Goods' is fo be replaced everywhere it occurs in the GCC with the phrase
‘Goods and / or Services’ which means of of the equipment, machinery, materials,
services, products, consumables, efc. that the supplier is required to deliver fo the
purchaser under the controct. This definifion shall also be opplicable, as the

contex! requires, anywhere where the words “supplies” and “services" occurs in
Hha C2OC

uieTe Liguse 1.1Y and subsntute with the jofliowing

1.19 The word 'Order’ is fo be replaced everywhere it occurs in the GCC with the words
‘Purchase Order® which means the official purchase order authorsed and
released on the purchaser's SAP System and the date of the Purchase Order will
be the confract commencement date

Deiere Ciouse 1.Z21 and subshlule with the followina:

1.21 'Purchaser’ means the Cily of Cape Town. The address of the Purchaser is 12 Herlzog
Boulevard, Cape Town, 8001.

Add the followina after Clause 1.25-

1.26 "Supplier’ means any provider of goods and / or services with whom the contract is
concluded

3. General Obliggafions
Delete Clause 3.2 in ifs enfirety and replace with the following clouses.

J.2 Ine parnes will De Iabie 70 each other arising out of or in connection with any breach
of the obligalions detailed or implied in this contract, subject to clouse 28.

3.3 All porties in a joint venture or consoriium shall be jointly and severally liable to the
purchaser in terms of this confroct and shall cany individually the minimum levels
of insurance stated in the contract, if any.
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3.4 The parties shall comply with all laws, regulations and bylows of local or other
cuthorifies having jurisdiction regarding the delivery of the goods and give all
nofices and pay all charges required by such authorities.

3.5 The supplier shall:

3.5.1 Arrange for the documenis listed below fo be provided to the Purchaser prior to the
issuing of the order:

a)  Proof of Insurance (Refer to Clause 11) or Insurance Broker's Wamantee

b) Letter ol good standing from the Compensation Commissioner, or ¢
icensed compensation insurer (Refer to Clouse 11)

c) Inifial delivery programme

d)  Other requirements as detailed in the tender documents

3.5.2 Only when notified of the acceptance of the bid by the issuing of the order, the
supplier shall commence with and cany out the delivery of the goods in
accordonce with the coniract, o the satisfaction, of the purchaser

3.5.3 Provide all of the necessary materials, labour, plant and equipment required for the
delivery of the goods including any temporory services that may be required

J.9.4 INSUIE Nis workmen ana employees against death or injury arising out of the delivery
nf tha nancie

3.55 Be confinuously represented during the delivery of the goods by a competent
representafive duly authorised to execute instructions;

3.5.6 In the event of g loss resulting in @ cloim against the insurance policies stated in
clause 11, pay the first omount (excess) as required by the insurance policy

3.5.7 Comply with all written instructions from the purchaser subject to clause 18

3.58 Complete and deliver the goods wilhin the period stated in clause 10, or any
extensions thereof in terms of clause 21

3.5-9Mokegoodotri50wnemensedhcompleieonddefeclivegoodsdu-ingme
wananty period

3.5.10 Pay to the purchaser ony pendally for deloy as due on demand by the purchaser.
The supplier hereby consents to such amounts being deducted from any payment
to the supplier.

3.5.11 Comply with the provisiors of the OHAS Act & all relevant requlafions.

14
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3.5.12 Comply with all laws relafing to wages and conditions generally goveming the
employment of labour in the Cope Town area and any appilicable Bargaining
Council agreements.

J4.5.13 Deliver the goods in accordance with the contract and with ali reasonable care,
diigence and skil in occordance with generally accepted professional
techniques and standards.

3.4 The purchaser shall:

3.6.1 Issue orders for the goods required under this Confract. No hability for payment will
ensue for any work done if an official purchase order has not been issued to the

supplicr.
3.6.2 Make payment 1o the supplier for the goods as set out herein.
3.6.3 Take possession of the goods upon delivery by the supplier.

3.6.4 Regularly inspect the goods fo establish that it is being delivered in compliance with
the contract.

3.6.5 Give any instructions and/or explanations and/or variations to the supplier including
any relevant advice fo assist the supplier to understond the contract documents,

3.6.6 Grant or refuse any extension of fime requested by the supplier to the pefiod stated
in clouse 10,

3.6./ Inspect he goods to determine il in the opinion of the purchaser, it has been
delivered in complionce with the contract, alternatively in such o stote that it can
be properly used for the nurmase for which it wae intendad

3.6.8 Brief the supplier and issue all documenits, information, etc. in accordance with the
contract.

Add the following afler clause 5.4:

55 Copyright of all documents prepared by the supplier in accordance with
fhe relevant provisions of the copyright Act (Act 98 of 1978) relating to
coniract shall be vested in the purchaser. Where copyright is vested in the
supplict, lhe purchaser shall be entitied fo use the documents or copy them
only for the purposes for which they are intended in regard to the confract
and need not obtain the supplier’s permission to copy for such use. Where
copyright is vested in the purchaser, the supplier shall not be liable in any
way for the use of any of the information other than as originally intended
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for the contract ond the purchaser hereby indemnifies the supplier agoinst
any claim which may be made ogainst him by any party arising from the
use of such documentation for other purposes. The ownership of dota end
foctual information collected by the supplier and paid for by the purchaser
shall, ofter payment, vest with the purchoser

56 Publicly ond publication
The supplier shall not release public or media stotements or publish materal
related to the services or controct within two (2} years of completion of the
services without the written approval of the purchaser, which approval shall not
be unreasonablv withheld

5.7 Confidentiality

Both parties shall keep all information obtained by them in the context of the
Contract confidential and shall not divulge it withou! the written approval of the
other partv.

7. Persformance Security
Delete ciause 7.1 lo 7.4 and replace with the following:

Nor Applicable. Ienders must disregard Form of Guarantee/Perdformance Security and
are nof required o complete same.

. INspecmons, Tesis ana analyses
Delele Clause 8.2 and substitule with the followina:

8.2 if it is a bid condition that supplies fo be produced or services fo be rendered should
at any stage during production or execution or on completion be subject to
inspection, the premises of the bidder or coniractor shall be open, at all reasonabile
hours, for inspection by a representative of the purchaser or an organisation acting
on behalf of the purchaser.,

10. Delivery and documentis
Delete clauses 10.1 and 10.2 and replace with the following:

10.1 Delivery of the goods shall be made by the supplier in accordance with the terms
specified in the contract. The time for delivery of the goods shall be the date as
slated on the order.

10.2 The purchaser shall determine, in ifs sole discretion, whether the goods have been
delivered in compliance with the confract, attematively in such a state that it can
be propery used for the purpose for which it was intended. When the purchaser
determines thot the goods hove been satisfactonly delivered. the purchaser must
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issue an appropriate cerfificalion, or written approval, to that effect. Invoicing may
only occur, and must be dated, on or after the date of acceplonce of the goods.

11, Insyrance

Add the following affer clouse 11.1:

11.2 without imiting the obligofions of the supplier in terms of this contract, the supplier
shall effect and maintain the following addifional insurances:

b)

dj

e]

Public liability insurances, in the name of the supplier, covering the supplier and
the purchaser against liobility for the death of or injury fo any person, or loss of
or damage to any property, arising out of or in the course of this Confract, in an
amount not less than R20 million for any single claim;

Motor Vehicle Liabilily Insurance, in respect of all vehicles owned and / or
leased by the supplier, comprising (as o minimum) “Balance of Third Party” Risks
including Passenger Liability Indemnity:

Regisiration / insurance in terms of the Compensation for Occupational injuries
ond Disease Act, Act 130 of 1993. This can either take the form of o certified
copy of a vdiid Letter of Good Standing issued by the Compensation
Commissioner, or proof of insurance with a licenced compensation insurer, from
either the bidder's broker or the insurance company ifself [see Proof of
Insurance / Insurance Broker's Warranky section in daciiment for a nra forma

Professional indemnity insurance providing cover in an amount of not less than
RS million in respect of each and every claim during the confract period

N e evenr o UNaer INsUrance or the insurer's repudiation of any claim forwhatever
reason, the CCT will retain its ight of recourse against the supplier.

11.3 The supplier shall be obliged to furnish the CCT with proof of such insurance as the
CCT may require from lime fo fime for the duration ol this Contract. Evidence that
the insurances have been effected in terms of this clouse, shall be either in the form
of an insurance broker's wamranty worded precisely as per the pro forma version
contained in the Proof of Insurance / Insurance Broker's Wamranly section of the
document or copies of the insurance policies.

Add to Clause 15.2:

15.2 This warranty for this contract shall remain volid for six (6) months affer the goods
have been delivered.

17
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1é. Poyment
Delete Clause 16.1 in ifs enfirety and repiace with the following:

16.1 A monthly payment cycle will be the norm. Allinvoices which are dated on or before
rhezothofapaﬁcdmmonthml!vpiocﬂybepddbehmenmezardm\dzéfhof
the following month. The suppiier may submit o fully mofivated application
regarding more frequent payment fo the Employer for consideration. Requests for
more frequent payments will be corsidered ot the sole discretion of the Employer
and is not a right in terms of this contract.

Deiete Clause 16.2 in ifs enfirefy and replace with the followiner

16.2 The suppilier shall fumish the purchaser's Accounts Payable Department with an
orniginal tax invoice, cleary showing the amount due in respect of each and every
claim for navment

Add the following offer clouse 16.4

16.5 Notwithstanding any amount stated on the arder, the supplier shall only be entilied
to payment for goods actually delivered in terms of the Project Specification and
Drawings. or any variations in accordance with clouse 18. Any contingency sum
included shall be for the sole use, and of the discretion. of the purchaser

The CCT s not liable for payment of any invoice that pre-dates the date of delivery
of the goods.

16.6 The purchaser will only moke advanced payments to the supplier in shict

compiiance with the terms and details s contained on Proforma Advanced Payment
Guaraniee.

17. Prices
Add the following affer clouse 17.1

17.2 The prices for the goods delivered and services performed shall not be subject to
contract price adjusiment,

18. Coniract Amendments

Delete the heading of clause 18 and replace with the followina:

18, _Coniract Amendments and Varigtions

Add the following fo clause 18.1:
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in @ written instruction from-me purchaser, such work will not become due and
payabie until amended order has been issued by the purchaser.

21. Delays in the supplier's performance

Delete Clause 21.2in ifs enfirety ond replace with the following:

subconfractors should encounter conditions beyond their reasonable control which
impede the timely delivery of the goods, the supplier shall nofify the purchaser in
wﬁthg.wifhin?Dcysofﬁsthmhgbecormomofthesecondiﬁons.oflhe
facts of the delay, its cause(s) and its proboble duration. As soon os procticable
affer receipt of the supplier's nofice. the purchaser shall evaluate the situation, and
may atl his discretion extend the ftime for delivery.

Where additional fime is granted, the purchaser sholl also determine whether or not
the supplier is enlitied to payment for additional costs in respect thereof. The
principle to be applied in this regard is that where the purchaser or any of ils ogents
are responsible for the delay, reasonable costs shall be paid. In respect of deloys
muiwerebeyondmer&usonubhcconmmboihﬂwwppie:mdthepuchasef.
addifional time only (no costs) will be granied.

The purchaser shall nofify the supplier in writing of his decision(s) in the above
reaard.

21.3 No provision in o contract shall be deemed fo prohibit the oblaining of goods from
a national department, provincial department, or a local aquthority,

22, Penalfies

Delete clause 22.1 and reploce with the following:

22.1 Subject to GCC Clause 25, if the supplier fails to deliver any or all of the goods within
the period(s) specified in the contrac, the purchaser shall, without prejudice 1o its
other remedies under the contract, deduct from the confract price, as a penalty, o
sum as staled herein for each day of the delay unfil actual delivery or performance.
The pendlly for this contract shall be os per the Service Level Aareement

23. Termination for defaouli

beiere ine heading of clause 23 and repiace with the foliowing:

L.k
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Add the following o the end of ciause 23.1:

Add the following after clause 23.7-

23.8 In addition to the grounds for ferminalion due to defoult by the supplier, the contract
mav aleo be tarminateed-

23.8.1 Upon the death of the supplier who was a Sole Proprietor, or a sole member of o
Close Corporation, in which case the contract will tarmvinate fnrfwaith

23.8.2 The parties by mulual agreement terminate the contract.

23.8.3 If an Order has been issued incorrectly, or to the incomect recipient, the resuifing
coniract may be terminated by the purchaser by writien notice

23.9 If the conlract is terminated in terms of clouse 23.8, all obligations that were due and
enforceable prior to the dote of the terminalion Mt he madncrerd bw $ho

AAITENa ciguse 72/, 1 tollows:

27.1 It any dispute or difference of any kind whatsoever, with the exceplion of termination
in terms of clause 23.1(c), orises between the purchaser and the supplier in
comecfbnwﬂhoro:iﬁngoznoffheconhoctthepuﬁesmmeveryeﬁm
forcsohewchd%eor&ﬁaenceaﬁcdﬂy.bymﬁudcomﬂotbn

Delete Clause 272 in its entiretv Aand rani~eoa wilbs e Salla . b .

27.2 Should the parties fail to resolve any dispute by woy of mutual consullation, either
party shall be enfified fo refer the matter for mediotion before an independent
ond impartiol person oppointed by the City Manager in accordance with
Reguiation 50(1) of the Locol Government: Municipal finance
Management Act, 56 of 2003 - Municipal Supply Chain Management Regulations
(Nofice 868 of 2005). Such referral shall be done by either party giving wiitten
nofice to the other of its intenfion to commence with mediation. No mediation
mcybecommenoedmiasswchnoﬁceisg‘ventomeotherm.

Irespective whether the mediation resolves the dispute, the parlies shall bear their
owncoslsconcerringmemcdicﬁonondshaemecostsofmemedioforcnd
related costs equally.
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The mediator shall agree the procedures, represenfation and dates for the
mediation process with the parties. The mediator may meet the parties fogether
or individually to enable g settliement.

where the parfies reach setflement of the dispule or any part thereof, the
mediotorshdlrecadmdxogeenenfandonﬂgrhgmaeofbymepaﬁeslhe
agreement shall be final and binding.

Save for reference fo any portion of any seffiement or decision which hos been
agreed lo be final ond binding on the parties, no reference shal be made by or
mbcwfofeimapodthnymbsequentcmﬁproceedngs.tocnvoutcomc
of an amicable setfiement by mutual consultation, or the fact that any partficular
evidence was given, or fo any submission, statement or admission made in the
course of amicable setfiement by mutual consultation or mediation.

28. Umitafion of Liability
Delete clause 28.1 (b) and repiace with the followina:

(b) the aggregate liability of the supplier lo the purchaser, whether under the
confract, in tort or otherwise, shall not exceed the sums insured in terms of
clause 11 in respect of insurable events, or where no such amounts are
stated, to on amount equal lo twice the confract price, provided that this
limilalion shall not apply to the cost of repaifing or replocing defective
equipment.

Add the following ofter clouse 28.1-

personal injury or loss of life to any individual:
b) loss of or damaoge to property:

arising from, out of, or in connection with the performance by the supplier in terms
oHrisConfroct.scvetothcexientcaxsedbythegmssnegigencewwim
misconduct of the purchaser.

28.3 The supplier and/or its employees, ogents, concessionaires, suppiliers, subconiractors
or customers shall not have any claim of any nature against the purchaser for any
loss, dumoge.iriwycrdeathwﬁchanyofﬂzemmvdiecﬂyahciecﬂyaﬁen
whether or not such loss, damages, injury or death i caused through negligence
of the purchaser or its agents or employees.

28.4 Nolwithstanding anything to the conirary contained in this Controct, under no
circumstances whatsoever, including os a result of its negligent (including grossly
negligent] acts or omissions or those of its servants, agents or contractors or other
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persons for whom in law it may be lable, shall any perly or ifs servonts (in whose
favour this constitutes g stipulatio aiferi) be licble for any indirect, exirinsic, speciol,
penal, punitive, exemplory or consequential loss or damage of any kind
whalsoever, whether or not the loss was actually foreseen or reasonably
foreseeable), sustained by the other pary, its directors and/or servants, including
but nol limited to any loss of profits. loss of operation fime, corruption or loss of
information and/or loss of contracts,

28.5 Each party agrees to waive all claims against the other insofar as the oggregate of
compensation which might otherwise be poyaoble exceeds the aforesaid
maimum amounis poyable.

31. Nofices
Delete clauses 31.1 and 31.2 and repioce with the following:

31.1 Any notice, request, consent, opprovals or other communications made belween
the Porhies pursuant o the Contract shall be in wriling and forwarded fo the
addresses specified in the contract and may be given as set out hereunder and
shall be deemed to have been received when:

a) hand delivered - on the working day of delivery
b) sent by regislered mail - five (5) working days after mailing
c) sent by email or telefax — one (1) working day after rgnsmission

Taxes Dyfies

Delele the final sentence of 32.3 and reploce with the following:

in thisregard. it is the responsibility of the supplier fo submit documentary evidence
in the form of a valid Tax Clearance Cerfificate issued by SARS to the CCT of the

Supplier Me ement Unit located withi I

Add the following offer clause 32.3:

32.4 The VAT regisiration number of the City of Cape Town i I
ADDITIONAL CONDITIONS OF CONTRACT
Add Ihe following Ciause affer Clguse 34;

33, Reporfing Obiigations.

35.1 The supplier shall compiele, sign and submit with eoch delivery note, all the
documenis os required in the Specifications. Any failure in this regard may result in a delay
in the processing of any paymenits.

24
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(Namonai ireasury - General Conditions of Confract (revised July 2010))
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1.12 "Force majeure’ means an event beyond the conirol of the suppiier, not involving
the supplier's fault or negligence. and not foreseeable. Such events may include,
but are not restricted to, acts of the purchaser in ifs sovereign capacity, wars or
revolufions, fires, floods, epidemics, quarantine restictions and freight
embargoes.

1.13 "Fraudulent practice’ means a misrepreseniation of facts in order to influence o
procurement process or the exccution of a contract to the detiment of any
bidder, and includes collusive pracfice among bidders (prior to or aofter bid
submission) designed fo establish bid prices at arfificiol, non-competitive levels
and o deprive the bidder of the benefils of free and open competition.

1.14 'GCC’ means the General Conditions of Contract.

1.15 "Goods" means all of the equipment, machinery, and/or other matesiak that the
supplier is required to supply to the purchaser under the contract.

1.1 "Imported content' means that portion of the bidding price represented by the
cosfofeomponents.portsormoteﬁotsvnichhavebeenoraresﬂuobeimpoded
(whether by the supplier or his subconiractors) and which costs are inclusive of
the costs abroad, plus freight ond other direct importation costs such as landing
costs, dock dues, import duty, sales duty or other similar tax or duty at the South
Africon place of entry as well os fransportation and handiing charges to the
iocfouyintheRept.ubicM\efeﬂ\ewppli:scoveredbythebidMlbe

1.17 “Local content’ means that portion of the bidding price which is not included in
the imported content, provided that local manufacture does take place.

1.18 "Maonufacture’ means the produclion of products in o factory using labour,
materials, components and machinery, and includes other, related value odding
aclivities.

1.19 'Order’ mccnsmofﬁcidwﬁﬂenordeviswedfamewpdyolgoodsorwomsor
the rendering of a service.

120 ‘'Project site’, where applicoble, means the place indicated in bidding

documents.
1.21 *Purchaser’ means the orgonsation purchasing the goods.
1.22 'Republic’ means the Repubiic of South Africa.
1.£3 JLL" means the Special Conditions of Contraet
1.24 'Services” means those funchional services oncillary fo the supply of the goods,

such as fronsportation and any other incidental services, such as installation,
commussioning, provision of technicol assistance, iraining, catering, qardening.
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security, maintenance, and other such obligations of the supplier covered under

L SN e S — |

125 "Wntten’ or ‘in writing" means handwiritten in ink or any form of elecironic or
mechanical writing.

2. Application

2.1 These general condifions are applicable to all bids, contracts and orders, including
bids for functional and prolessional services, sales. hiring, letting and
the granting or acquiring of rights, but excluding immovable property. unless
oltherwise indicated in the biddina dacumente

2.2 Where appilicable, special conditions of confract are also loid down fo cover
specific suppiies, services or works.

2.3 Where such special conditions of contract are in conflict with these general
conditions, the special conditions shall apply.

3. =eneral

3.1 Uniess otherwise indicated in the bidding documents, the purchaser shall not be
liable for any expense incurred in the preparation and submission of o bid. Where
applicable. o nonrefundable fee for documents may be charged.

3.2 With certain exceptions, invilations to bid are only published in the Govemment
Tender Bulletin. The Government Tender Bulletin may be obtained drectly from the
Govemment Printer, Private Bog X85, Pretoria 0001, or accessed electronically
from www.iregsury.gov.za,

A Cimndarde

4.1 Ine goods supplied shall conform to the slandords mentioned in the bidding
documents and specificafions,

5. Use of coniract documents and information; Inspection.

5.1 The supplier shall not, without the purchaser's prior written consenl, disclose the
contract, or any provision thereof, or any specification. plon. drawing. paftem,
sampie.o:hfomcﬁonhmﬁhedbymonbehdfofmepu'dmerincomecﬁon
therewith, fo any person other than a person employed by the supplier in the
pedommoeofmeconhocl-mtomywchemployedpemmmcube
made in confidence andshdmdendodysoforasmybenecemyforihe
purposes of such performance.
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-2 The supplier shall nol, without the purchaser’s prior wiitten consent, make use of
any document or information mentioned in GCC clause 5.1, except for purposes
of performing the controct.

53 Any document, other than the contract itself, mentioned in GCC clause 5.1 shall
remain the property of the purchaser and shal be retumed (ol copies) to the
purchaser on completion of the supplier's performance under the contract if so

5.4 The suppiier shall permit the purchaser to inspect the supplier's records relofing to
the perfformance of the supplier and to have them audited by ouditors oppoinfed
by the purchaoser, if so required by the purchaser.

o. rarent ngnts

6.1 The supplier shall indemnify the purchaser against all third-porly claims of
infingement of patent. trademark, or industriol design rights arising from the use of
fhegoodsorcnypanihereofbyﬂ\epuchoser.

7. Performance Security

/.1 Withwn 30 (thirly) days of receipt of the nofification of confract award., the successful
bidder shall fumish to the purchaser the performance security of the amount
spedfied in the SCC

J.Qmepmceechorthcpeﬂmmemmysmﬁbepaydﬂefomepuchmeras
compensation for any loss resulfing from the supplier's failure fo complete his
obligations under the controct.

7.2 The performance securily shall be denominated in the curency of the coniract or
in a frecly convertible cumency occeplable to the purchaser, and shall be in one
of the following forms:

@) abank guarantee or an irevocabie letter of credit issued by a reputable bank
located inthe purchaser’s country or abroad, acceplable to the purchaser,
in the form provided in the bidding documents or another form acceptable
to the purchaoser; or

b} a cashier's or cerlified cheque.,

/-4 Ine performance security will be discharged by the purchaser and refumed to the
supplier not later than 30 (thirty) doys following the date of completfion of the
supplier’s performance obligafions under the contract, including any wamranty
obligations, unless otherwise specified in the SCC.,

8. Inspections, tests and analvses

8.1 All pre-bidding testing will be for the account of the bidder.
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8.2Ifitis a bid condifion that supplies fo be procduced or services fo be rendered should
at any stage during production or execulion or on completion be subject fo
inspection, the premises of the bidder or contractor shall be open, at all
reasonable hours, for inspection by a representative of the Department or an
organisation ocling on behalf of the Department.

8.3 If there are no inspection requirements indicated in the bidding documents ond
no mention of such is made in the contract, but during the contract period it is
decided that inspections shall be carried out, the purchaser shall itself make the
necessary amangements, including payment arangements with the testing
outhority concemed.

8.4 It Ihe inspections, tesfs and analyses referred to in clouses 8.2 and 8.3 show the
supplies to be in occordance with the controct requirements, the cost of the
inspections, fests and analyses shall be defrayed by the purchaser.

8.5 Where the supplies or services referred fo in clouses 8.2 and 8.3 do not comply with
the contract requirements, imespective of whether such supplies or services are
accepted or nol, the cost in connection with these inspections, tests or analyses
shall be defraved by the sunnlier

8.6 Supplies and services which are referred lo in clauses 8.2 and 8.3 and which do not
comply with the contract requirements may be reiected.

8.7 Any contract supplies may on or after delivery be inspected, tested or analysed
and may be rejected if found not to comply with the requrements of the contract.
Such rejected supplies shall be held at the cost and risk of the supplier, who shall,
when called upon, remove them immediately ot his own cost and forthwith
substitule them with supplies which do comply with the requirements of the
contract. Failing such removal, the rejected supplies shall be refumed at the
suppliers cost and risk. Should the supplier foll to provide the substitule supplies
forthwith, the purchaser may, without giving the supplier further opportunity to
substifute the rejected supplies, purchase such supplies as may be necessary at
the expense of the supplier.

8.8 The provisions of clauses 8.4 to 8.7 shall not prejudice the right of the purchaser to
cancel the controct on account of a breach of the conditions thereof, or to act
in terms of Clause 23 of the GCC.

9.1 The supplier shall provide such pocking of the goods as is required 1o prevent their
damage or deterioration during transit to their final desfinafion, as indicated in the
conifroct. The packing shall be sufficient 1o withstand, without imitafion, rough
handiing during fransit and exposure to exireme lemperatures. salt and
precipitation during fransit, and open storage. Packing, cose size and weiahts shall
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lake info consideration, where appropriate, the remoteness of the goods’ final
deslinafion and the absence of heavy handling faciities at all points in fransit.

¥.2 The packing, marking, and documentation within and outside the packages shall
comply strictly with such special requirements as shall be expressly provided for in
the confracl, including additional requirements, if any, specified in the SCC, and
in any subsequent insructions ordered by the purchaser.

10. Delivery and documents

101 Deivcryofﬂ\egoodsdwdbemodcbyﬁempierhoccmﬁmmetm
specified in the contract. The details of shipping and/or other documents to be
fumished by the supplier are specified in the SCC.

10.2 Documents to be submitted by the supplier are specified in the SCC.

1.1 The goods supplied under the contract shall be fully insured, in a freely convertible
cumency, ogainst loss or domage incidentol to manufocture or acquisition,
fransportation, storage and delivery in the manner specified in the SCC.

L4, ITanspomanon

12.1 Should a price other than an alt-inclusive delivered price be required, this shall be
specified in the SCC.

1.3, IncCiaental Services

13.1 The supplier may be required 1o provide any or all of the following services,

including odditional services (if any) specified in the SCC:

(a) performance or supervision of on-site assembly, and/or commissioning of the
supplied goods;

(b) fumishing of tools required for the assembly and/or maintenance of the
supplied goods;

(¢) fumishing of o detailed operations and maintenance manual for each
appropriate unit of the supplied goods;

(d) performance or supervision or maintenance and/or repair of the supplied
goods, for a period of time agreed by the porties, provided that this service
shall not relieve the supplier of any wanranty obligations under this coniract;

(e) training of the purchaser's personnel, af the supplier's plant and/or on-site, in
assembly, start-up, operafion, maintenance, and/or repair of the supphed
Qoods.

13.2 Pnces charged by the supplier for incidental services, if not included in the
contract prce for the goods, shall be agreed upon in advance by the parties and

-n
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shall not exceed the prevailing rates charged fo other parties by the supplier for
simiar services.

14. Spare parts

14.1 As specified in the SCC, Ibemp;iiermuybereq.ﬁedfopmﬁdemyorolofme
following materials, nofifications, and information pertaining fo spare parts
manufactured or distibuted by the supplier:

(o]mhmepatsosthcpurchasermcyebcf 1o purchase from the supplier,
provided that ths election shall not relieve the supplier of any wamranty
obligalions under the contract; and

(b] in the event of terminalinn Af nrack ie-linn Af Hha comea e

(il Advance nofification to the purchaser of the pending termination, in sufficient
fime to permit the purchaser to procure needed requirements; and

(i) following such termination, fumishing ol no cost to the purchaser, the
blueprints, drowings, and specifications of the snare narte if rees iectad

15.1 The supplier warrants that the goods suppliied under the coniroct are new,
unused, of the most recent or curent models, and that they incorporate all recent
improvemenits in design ond materials unless provided otherwise in the contract.
The supplier further wamrants thot all goods supplied under this contract shall have
no defect arising from design, maoterials, or workmanship (except when the design
and/or material is required by the purchaser's specifications), or from any oct or
omission of the supplier, that may develop under normal yse of the supplied goods
inmecondﬁonsprevaﬁ-\ginmeoounlryofﬁmldesﬁrnﬁon.

15.2 This wamanty shall remain valid for 12 (fwelve) months after the goods. or any
portion thereof, as the case may be, have been delivered o and accepted af
the final destination indicated in the contract, or for 18 (eighteen) months ofter
the date ofshipmenfﬁom&epodorploceofloadingmmemoecomhy.
whichever period concludes earfier, unless specified otherwise in the SCC,

15.3 The purchaser shall nofify the supplier promptly. in writing, of any ciaims arising
under this waranty,

12.4 Upon receipt ol such nolice, the supplier shall, within the period specified in the
SCC and with all reasonable speed, repair orreplace the defective goods or paris
thereof, without costs to the purchaser.

15.5 11 the supplier, having been nofified, fails to remedy the defect(s) within the period
specified in the SCC, the purchaser may proceed to take such remedial aclion as
may be necessary, ot the supplier’s risk and expense and without preiudice to anv
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other rights which the purchaser may have agoinst the supplier under the
contract.

14. Pavment

16.1 The method and conditions of payment to be made to the supplier under this
coniract shall be specified in the SCC.

16.2 The supplier shall furnish the purchaser with an invoice accompanied by a copy
of the delivery note and upon fulfiiment of any other obligations sfipulated in the

16.3 Payments shall be made prompfly by the purchaser, but in no case later thon 30
(thirty] days after submission of an invoice or claim bv the sunnbier

16.4 Payment will be made in Rand unless otherwise slipulated in the SCC.

17 Prrac

17.1 Prices charged by the supplier for goods delivered ond services performed under
the contract shall not vary from the prices tendered by the supplier in his bid, with
the exception of any price adjusiments authorized in the SCC or in the purchaser's
request for bid validily extension, as the case may be.

aA MN__A _ _ A A _ _ &a._.._ -

18.1 No variation in or modification of the terms of the contract shall be made except
by written cmendment signed by the parties concemed.

19. Assignment

19.1 The suppilier shall not assign, in whole or in port, its obligations to perform under
the contract, except with the purchaser’s prior writfen corsent.

20.1 The suppilier shall notify the purchaser in writing of all subcontrocts oworded under
this contract if not already specified in the bid. Such nofification, in the original bid
or later, shall not relieve the supplier from any liability or obligation under the
contract,

21. Delays in the supplier's performance
21.1 Delwetyofmegooasandpeﬁamcnoeofsewicmﬂxﬂbcmdebymewppﬁer
in accordance with the fime schedule prescribed by the purchaser in the
conlract.
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212 i ot ony fime during the performonce of the coniract, the supplier or its
subcontractor(s) should encounter condifions impeding timely delivery of the
goods and performance of services, the supplier shall promptly noflify the
purchaser in wrifing of the fact of the delay, its likely duration and ifs cause(s). As
soon as prachicable after receipt of the supplier's nofice, the purchoser shol
evailuate the situation and may at his or her discretion extend the supplier's time
for performance, with or without the imposition of penalfies, in which case the
extension shall be rafified by the parfies by amendment of contract.

21.3 No provision in a confract shall be deemed to prohibit the obtaining of supplies
or services from o nafional department, provincial depariment, or o local

PR | AP .

Z1.4 Ihe nght 15 reserved to procure, outside of the confract, small quantities of
supplies; or o have minor essenfial services executed if an emergency arises, or
the supplier's point of supply is not situated at or near the ploce where the supplies
are required, or the supplier’s services are not readily ovailabie.

Z1.5 txcept os provided under GCC Clause 25, a delay by the supplier in the
performance of its defivery obligations shall render the supplier liable to the
imposition of penalties, pursuant o GCC Clouse 22, unless an extension of fime is
agreed upon pursuant fo GCC Clause 21.2 without the application of penalfies.

41.6 Upon any aeiqy beyond the delivery period in the case of o supplies contract,
the purchaser shall, without canceling the controct, be entitied to purchase
suppiesofcsimicrquciryanduptofhesumequonﬁlyinsubsﬁmtionoﬂhegoods
not supplied in conformity with the confract and to retum ony goods delivered
later at the supplier's expense and risk, or 1o concel the coniract and buy such
goods os may be required to complete the contract and, without prejudice fo his
other rights, be entifled to claim domages from the suppilier.

22, Penalfies

221 Subject 1o GCC Clause 25, if the supplier fails to deliver any or all of the goods or
to perform the services within the period(s) specified in the contract, the purchaser
shall. without prejudice to its other remedies under the contract, deduct from the
coniract price, as a penally, a sum calculoted on the delivered price of the
delayed goods or unperformed services, using the current prime interest rate,
calcvioted for each day of the delay unfil actual delivery or performance. The
purchaser may also consider termination of the contract pursuant to GCC Clause

23. Termination for defandt

23.1 The purchaser, without prejudice to any other remedy for breach of contract, by
written nolice of default sent to the supplier, may terminate this contract in whole

— e B



TENDER 285S5/2019/2020

(o) if the supplier folls to deliver any or all of the Qoods within the period(s)
specified in the contract, or within any exlension thereof gronted by the
purchaser pursuant to GCC Clouse 21.2;

(b) if the supplier fails to perform any other obligation(s) under the contract; or

(c) if the supplier, in the judgment of the purchaser, has engoged in comup! or
fraudulent practices in competing for or in execufing the contract.

232In the event the purchaser terminales the contract in whole or in port, the
purchaser moy procure, upon such terms and in such manner as it deems
appropricte, goods, works or services similar to those undelivered, and the supplier
shoilbeiobletoﬂ\epurchaserforanyemcescostsformhsinﬂwgoods.wmsor
services. However, the supplier shall confinue performance of the contract to the
extent not terminated.

23.3Where the purchaser terminates the contract in whole or in part, the purchaser
may decide to impose a restriction penalty on the supplier by prohibiting such
supplier from doing business with the public sector for o penod not exceeding 10
years.

23.4If a purchaser intends imposing a reshiction on a supplier or any person associated
wﬂhmemppier.thewpplierwﬂlbedowedotmepeﬁodofmimelhun 14
(fourteen) days to provide reasons why the envisoged restriction should not be
imposed. Should the supplier fail to respond within the stipulated
14 (fourteen) days the purchaser may regard the intended penally as not
objected against and may impose it on the supplier.

43.5 Any resmcnon imposed on any person by the Accounting Officer/Authority will, at
the discrefion of the Accounting Officer/Authority, also be applicable to any other
enlerprise or any portner, manoger, director or other person who wholly or partly
exmdsesmcxadsedanwm@econﬂdmerﬂwentelpﬁseofﬂwﬁsf-
mentioned person, and with which enterprise or person the first-mentioned person
is or was, in the opinion of the Accountina Officer/Autharity activelv Acarirtans

Z3.6 It aresinchon is imposed, the purchaser must, within 5 (five) working days of such
imposifion, furish the National Treasury with the following information:
(i) the nome and address of the supplier and/or person restricied by the
purchaser;
{u] the date of commencement of the restriction:
(W) the period of restiction; and (iv) the reasons for the restriction.

These details will be loaded in the National Tregsury’s central database of suppliers
or persons prohibited from doing business with the public sector.

23.7 It a court of law convicts a person of an offence as contemplated in sections 12
or 13 of the Prevention and Combating of Comupt Activities Act. Act 12 of 2004,
fhecoutmoydsonjemotsuchpemm'smmebeendasedmﬁwmgsterfor
Tender Defaulters. When a person's nome has been endorsed on the Register, the
person will be prohibited from doing business with the public sector for o period of
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not less than five years and not more than 10 years. The Notional Treasury is
empowered 1o determine the period of restriction, and each case will be dealt
with on its own merits. According 1o secfion 32 of the Act the Register must be
open fo the public. The Register can be perused on the National Treasury website.

n.mmwcwmmwm

24.1 When, cfter the date of bid, provisional payments are required, or anfi-dumping
or countervailing dutics are imposed, or the amount of g provisional payment or
anti-dumping or countervailing right is increased in respect of any dumped or
subsidised import, the State is not liable for any amount 5o required or imposed, or
for the amount of any such increase. When, ofter the said date, such a provisionol
payment is no longer required or any such anfi-dumping or countervailing right is
cbolshed, or where the amount of such provisional payment or any such right is
reduced, any such favourable difference shall, on demand, be paid forthwith by
the contractor 1o the State, or the State moy deduct such amounts from moneys
{if any} wlichmcymherwisebeduefoﬂmconkocforinrcgardfosuppiesut
services which he or she delivered or rendered, or is to defiver or render in terms of
the coniract or any other contract or any other amount which may be due to him
or her.

£3. rorce majeure

25.1 Notwithstanding the provisions of GCC Clauses 22 and 23, the supplier shall not
be liable for fodeiture of its performance security, damages, or termingtion for
default if, and to the extent that, his delay in perfomance or other faiure to
perform his obligations under the confract is the result of an event of force
majeure.

£3.4 11 G 10ICE Majeure sfuahon arises, the supplier shall notify the purchaser promptly,
in writing, of such condition and the cause thereof. Unless otherwise directed by
the purchaser in writing. the supplier shall continue to perform ifs obligations under
the controct as far as is reasonably practfical, and shall seek all reasonable
alternative means for performonce not prevented by the force majeure event.

24. Termination for Insalvancw

26.1 The purchaser may at any fime terminate the controct by giving written notice 1o
the suppilier if the supplier becomes bankrupt or otherwise insolvent. In this event,
fermination will be without compensation to the supplier, provided that such
femmination will not prejudice or affect any right of acfion or remedy which has
accrued or will accrue thereafter to the purchaser.

27. Setflement of Dispules

27.1 If any dispute or difference of any kind whatsoever arises between the purchaser
and the supplier in connection with or arising out of the coniract, the pariies shall
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make every effort to resolve such dispute or difference omicably, by mutual

27 21, ofter 30 (thirty) days, the parties have failed to resolve their dispute or difference
by such mutual consuitafion, then either the purchaser or the supplier may give
notice fo the other party of his intention to commence with mediation. No
mediation in respect of this matter moy be commenced uniless such notice is given
to the other party.

27.35hoddiinolbepo&sbletoseﬂleodispuiebymemsofmedioﬁon.imoybe

anbile o ol AL sl

27.4 Mediafion proceedings shall be conducied in accordance with the rules of
procedure spedified in the SCC.

27.5 Notwithstanding any reference to mediation and/or court proceedings herein,
(a) the parfies shall confinue to perform their respective obligations under the
coniract uniess they otherwise aogree; and
(b) the purchaser shall pay the supplier any monies due to the supplier.

28.1 Except in cases of criminal negligence or wilful misconduct, and in the case of
infrinnoement rirainnt tn

viause 6:

(a) the supplier shall not be liable to the purchaser, whether in coniract, tort, or
otherwise. famyimdamnﬁdmadmmge.mofuse.mof
production, or loss of profils or inferest costs, provided that this exclusion shall
not apply to any abligation of the suppilier to pay penalties and/or damages
o the purchaser; and

(b) the aggregate kability of the supplier to the purchaser, whether under the
contract. in torl or otherwise, shall not exceed the total contract price,
provided ﬂnllrishﬁaﬁonmolnofqaplylomecostofrcpoiir\gorreplacing

defective eauinment

29. Goveming language
29.1 The contract sholl be written in English. All corespondence and other documents
pertaining to the confract that is exchanged by the parties shall also be written in
Engilish.

30. Aonlicable 1 aw

30.1 The confract shall be interpreted in accordance with South Afican laws, unless
otherwise specified in the SCC
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31. Nofices

31.1 Every written acceptonce of a bid shall be posted to the supplier concermed by
registered or certified mail, and any other notice fo him shall be posted by ordinary
rnoi.toﬂ'neoddresshmishedinfisbidortoﬂ\codmwﬁcdloierbylimin
wriling; and such posting shall be deemed to be proper service of such notice.

31.2The fime menfioned in the contract documents for performing any act after such
oforesaidmﬁcehmbeengiven.sfﬁbereckonedﬂommedoteofposﬁngof
such nofice.

32, Taxes and Dufies

32.1 A foreign supplier shall be entirely responsible for all faxes, stamp duties, licence
fees. and other such levies imposed outside the purchaser's country.

32.2 Alocal supplier shall be entirely responsible for all taxes, dufies. licence fees, elc.,
incumed until delivery of the contracted goods to the purchaser.

32.3 No coniract shall be concluded with any bidder whose fax matters are not in
order. Prior fo the award of a bid the Depariment must be in possession of a tax
clearance certificate submitted by the bidder. This certificate must be an original
issued by the South African Revenue Services

33. National indusirial Parficipation (NIP) Programme

33.1 The NIP Programme administered by the Department of Trade and Incustry shall
be applicable to all contracts that are subiject to the NIP oblication.

34 rrohibition of Resiricfive pracfices

34.1 In terms of section 4 (1) (b) (ii) of the Competifion Act, Act 89 of 1998, as
amended. on agreement between or concerted practice by firms, or g decision
bvanossodaﬁonofﬁrm&isprdﬂ:&edﬁﬁkbehwecnpcrﬁesinahmiszoi
relafionship and i o bidder(s) is/are or o coniractor(s) was/were involved in
collusive bidding {or bid rigging).

4.2 It @ Dxdder(s) or confractor(s), based on reasonable grounds or evidence
oblained by the purchaser, has/have engaged in the restrictive practice referred
to above, the purchaser may refer the matter to the Competifion Commission for
investigation and possible imposition of adminisirative penalfies as contemplated
in the Competition Acl, Act 89 of 1998.

34.3 If o bidder(s) or contractor(s) has/have been found guilly by the Competition
Commission of the restriclive pracfice referred to above. the purchaser may, in
adgdition and without prejudice o any other remedy provided for. invalidate the
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bid(s) for such item(s) offered, and/or terminate the confroct in whole or paort,
and/or restrict the bidder(s) or contractor(s) from conducting business with the
public sector for o pefiod not exceeding 10 (len) years and/or claim damages
from the bidderls) or contractarle) Foanceomnad
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_ Schedule 5: Conflict of intarest Declaration
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TENDER NO-2688220192020

ghjguh 9: Occupational Health and Safety Agreement
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A4 - SERVICE LEVEL AGREEMENT

SUPPLY, SUPPORT, MAINTENANCE AND SERVICES OF
ICT SECURITY SERVICES these
being
Reverse Proxy Services
Vulnerabidily Monogement Services
Citrix Virtual Desktop Infrastructure or equivalent
IT Secuily Intelligence Systems (managed by The City)
IT Security Infeligence Systems [managed by the Service Provider)
Dato Loss Prevention Solutions
Anti-malwgre solutions & Email Hygiene
Securify Assessment Services
Cloud Access Service Broker

Between

CITY OF CAPE TOWN

{of the one part)

and

_ [Company)
/

\

(of the other part)
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INTERPRETATION AND DEFINITIONS
1.1 Inthis Agreement and uniess the context otherwise requires: -

1.1.1 words, including their definifionsin clause 1.4, which import the singular
number only, shall include the plural and vice versa;

1.1.2 words imporiing persons shall include bodies corporate;
1.1.3 words importing the singular, includes the plural and vice versa.

1.2  The heod notes to the various clauses of this Agreement are inserted for
reference purposes only and shall in no way govern or affect the
consiruction hereol.

1.3 Allreferences o this Service Level Agreement shall be references to this
Agreement and all Annexures hereto, which Annexures form an integral
part of this Agreement, and expressions defined in this Agreement shall
bear the same meanings when used in any Annexure 10 this Agreement
and vice versa.

1.4  Uniess the context otherwise requires. the under-mentioned expressions
shall have the meanings respectively assigned o them hereunder,

namely: -

ACCess nght or opportunity fo reach or visit (1o gain
access): security and keys;

Accessornies not part of basic equipment. addilional or extra
itemns;

Accident unfortunate, usually harmiul event,

caused unintenti

Third Parly Liobility: (Company)
must  insure  agai : i personal or
equipment) ot (Company)'s

expense; comply with COIDA.
Refer to Clouse 11: Insurance under the General
Condifions of Conlract as contgined on page 193 of
the Tender Document and Special Condifions of
Contract as contoined on page 184 of the Tender
Document;

Auvthorised Person oppointed and duly outhorised respeclively
representative by the City and the Supplier, fo act (and speak)
upon the respective party’s behalf:



ucwt

“Commencement
date”

“Contract
Management”

Defects

Equipment

Failure

Guaraniees

Grief Point

Job Completion

Line depariments

Mallunction
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City" meaons the City of Cape Town, a municipality
estabiished by the City of Cape Town Establishment
Notice No. 479 of 22 September 2000, issued in
ferms of the Local Government: Municipal
Structures Acl. 1998. [Act 117 of 1998) or anv

structure or empioyee of the City acling in lerms of
delegated authority;

date of signature of last porty hereto or dote as
agreed by both parfies in this agreement - kicks in 30
days after going live, anticipated date is 1 JULY 2020:

Monthly stalistical reporting on service levels;

faults, imperfection in manufacture or shorlcoming of
equipmen! possibly causing other components to

hacnmes (e b

Any associcted matenal required for solution
infrastructure;

1. brecking down or ceasing to function
2. non-performance of dufies or responsibilifies:

undertaking fo answer ond compensate for the loss
of perfornance or for an obligation by another
person. Refer to Clause 7 of the Speciol Conditions of
Contract; Annexure 1: Form of Guarantee /
Performaonece Sacuritv in the Tendar Nac o

Objective measure of o penalty to be opplied in the
event ol a required performance metic not being
met as defined by the City

To be considered complete, each job must be signed
off by the line deportment before the City will
enferfoin honouring an invoice.

Depariments within the organizafional structure of the

ik

When equipment fails fo function nomaily;
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Misuse wrong or improper use  or
application of equipment;

Negligence Lack of proper care ond attention:

Normal working Hours between 08:00 and 14:30 from Mondoy to

hours Fiday. excluding public holidays:

“Parfies"” the City and the Supplier collectively;

Repgirs Restore 1o good, working condition afler damage.,
wear or molfunction;

“Reporting™ Timely penodic reporfing on monthly meetings in the

format as agreed upon between

| B
_ (Company);

7

Resolution System is repaired and made operationally
available;

Response
Company) amives on-site or
emai ac i that
i KCompaony) hos received a
reques! fobwork
Service ogent Authorised technician, able lo perform to specified
requirements
“Service Level" the required quantitafive level or degree of
performance of the Services by the Supplier as set
out by Service Level Measure, see the Service Level
Megsurements Seclion;

“Service Level the agreement concluded between the parties os
Agreecment evidenced in this written document, any annexures
(“SLA™)" and the related tender;

“Service Level the method specificd in this Service Level
Measure” Agreement for quanfilofively colculating the

Suppilier's actual performance. The resulis of these
calculations are compared with Service Levels to
evaluate the Supplier's compliance with Service
Levek, see the Service Level Measurements
Section;

49




“Service Level
Termination Event”

“Service
Penalty”

“Stock
Management™

Sundries

usupplier”

Technical skills

Useful life
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an event wherein the Cily shall have the option, but
no! the obligation, to terminate this agreement
without further obligations;

the amount calculated which the City sholl hove
the option, but not the abligation, to recoverasa
reducfion in the fee payable for the Services, each
fime The Supplier fails fo meet the Service

Levels, reference clouse 22: Penalfies of the Special

Condifions of Conlract

Stock levels of appropriate spares and equipment of
the aght quality and quantity in the right location to
enable the Supplier o operate within the agreed
upon for response:

items or

dmenis not mentioned individually;

any), Registration
I of physical address:
; Postal address:

o company duly incorporoted
in accordance with the company laws of South
Afnica, represented herein by |
who wamranis that he/she is duly authorised by
board resolution to sign this Agreement for ond on
behalf of the Supplier.

ine Suppilier wamonis that

1. itis registered under the Regional Services
Council Act. 1985. under regisiration number.
CMC RSC Levy # NV /* , for the
purpose of the payment of all levies payable by
it under that Act; and

2. dlllevies due by it under such Act 1o date
hereof, have been paid;
“Supplier” is a generic lerm which may include
suppliers of goods and services, confractors
and/or consultants;

techmical ability / expertise of installotion and test
equipment fechnicions

Minimum duly cycle of equipment or components
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undertaking as fo the ownership or quality of an
itermn, accepting responsibility for defects or repairs
over g specified period. Refer to Clause 15 of the
General Conditions of Coniract as contained on
page 185 of the Tender document and Clouse 15 of
Special Conditions of Controct:

Warranties

Any day between Monday and Friday, 08:00 fill
1700, excluding Saturdays, Sundays and Public
Holidoys

Working day
Working hours Eight hours in any given working day
SERVICE LEVELS

These Service L evels are the minimally acceplable level of service as detailed
hereunder for the Services and failure 1o comply may give rise to the calculation
of Service Penglfies and they may give rise 1o a Service Level Termination Event.

Any failure 10 meet g Sefvice Level is unacceplable and may constitule a material
breoch of the Supplier's obligations.

Maximum Delivery Period - on-site within six weeks of purchase order date.
Failure to comply may result in delaulting the preferred supplier and ultimately,
suspension,

Communication Plgn

E-mail & the preferred means of communication between the Supplier and the
City of Cape Town.

Med represeniatives. see names below, will provide
R, (Company])'s authorsed representafives, see names below,
with an Order number by Fax or email__This number must be reflected on the
related invaice. m (Company)’s must send an emai
acknowledgement within the following fimeframes of receiving on order or
request for a wamranty repair or replocement:

\

—
When order After 17:01 and
received 08:00 to 17:00 weekends

Before 17:00 next Belore 17:00 next
Res ) "
g business day busnessday

oo
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Procurement or orgers

I =
| Authorised vaw«p
| Representative Name: Perceniage of not

| meeting Service

Tel mmbcr Level (Example
¢0%)
| Email add i l
0 ¥ ,/-' f Jv
Fox Num ; A e e
Escalationlevel | | Provide
Name: Percentage of not
meeling Service
Tel number: Level (Example

I

‘ Fax Num S

| Escalation Level 2 | Name: — ‘I
| Tel number _—_

| Emai ada

J Email agd

| Fax Num : ‘

] = S _

Wamanly or foult Repairs / Replacement
— , S - —

r' |
Authorised { Provide
Representative | Name: - | Percentage of not

"/

; w meeting Service

| Tel numberr_ ! Level (Exomple
2

-’ s S J
(s .

| —

| Fax Num

i —
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Name:

Percentage o
meeting Service
| Level (Example

J

Tel number:
| M
{ Email ada - ‘
7 TR
Fax Num T
Fscalation Level 2
| Name: |

rel number: NN
emai od_ I

‘ Fax Num

L ) s t— =

City of Cape Town contact detail:

Procurement

Authorised representative: [NGTGTNEGEG

£-Mail address: ]
Telephone Number; ]

Fax Number: I

CHy of Cope Town Procurement process:

1
f e

. '/
f
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Procyroemomt

croates

faves or omails 1o

Purchase Ordor

Vandor confirm
Tecoipt of

il

Warranty Repairs / Services / Fault Reporting
Authofised representative: b

£-mai address:

Telephone number:

Business Unit

TENDER 2655/2019/2020

[Inser! your process flow to request warranty repairs or g service or to report o foul]

Incort pracoce flow from obove ol rnQUIly — JUsH 10g Call



l City Secunty Team ]
| TowosneEm |
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Ine duppser
Parly Funcfional Role Service Responsibility
Service Maintain Logging and tracking of contraciual incidents for
Provider guaranteed service | dll problems from receip! of issue from Cily 1o
levels and service resolufion.
gssurance
Service Perfarmonen (uartarhs renarte ta tha G
rrovicer Management
Report
Service Contractual Quarterly reports to the City
Provider Incident Report
Service Supply and delivery | Supply and deliver of equipment within a period of
Provider of goods six weeks from date of purchase order received
from City
Service SIA measurement | Calculation of any Senvice Credits if due
Provider
Service Adherence to ol Communication with City contacts only
Provider change confrol,
maintenonce and
emergency
procedures
Service Support and Provide support and mainfenance services from
Provider maintenance receip! of logged call from City This includes
maonaging escalafion procedures to the vendor
_ support centre
Service Solution Design Drafting of solution designs. scenarios and
Provider associcled quotations in orger to meet the

informalion security requirements of the City of
Caope Town
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i Not defined = B
process followed
Reoelr or Not defined -
replacement process
Report to the City Provide monthly Provided within seven | 2 Grief Points |
Summary Reportas | (7) full Calendar Days
specified, including | after the last day of
record of all Incidents | @ach month (yes/no)
and related Assessed monthly
resolutions, plus root
cause when
requested
Report on on Provided within seven | 2 Grief Points
outstanding {7) full Calendar Days
B softwore updates, | offerthelostdayof |
Service Element Service Measure Service Metric Grief Points
incurred for non-
performance
security updaies each month (yes/no)
and related
recommendations | Assessed monthly
Aftend Service Review | Physical Present os per 2 Grief Points
Meetngs aftendance at the aftendance register
Service Review tyes/no)
Meseting of the Key
Contoct Person Assessed per meeting
os evidenced by

Altendance Regisfer |




3.2 Schedule B: Vulnerability Management (VM)
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| # | Service Eement

Service Measure | Service Metric

Grief Poinks
| | I I | mcumeda ror
performance

1. Device Availability Upfime of each Not defined
individual Device

2. Service Avaiobility NN e X Not definad =

] I | Vulnerabilitv |

mManagement
service

3. Incident Response M Tine 1o Less Ihcn‘eighi (8) | 5 Grief Points
Respond (MTTr) - consecutive hours
Prioritv 1 223
Maximum Time To | Remediate 5 Grief Points
Restore (TTRM~) — | reconfiguration
Prionty 1 & 2 issues within three
Incidents (3) full Working Days
Maximum Time To | Five (5) full Working | 2 Crief Points
Replace (TTRp“~) | Days

4 Provide Technical support : 5 Grief Points

Provided n
Maintenance and services available ves/ no)
Technical Support as specified Assessed monthly by
random check

é1
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# | Service Hement Service Measure | Service Meiric Grief Points
incumred for
non-

| | | [
Note: non-
avgilability of
technical support
may result in
Device and/or
Service
Unavailability, and
~ | consequently
5. Provide and Provide and Provided 2 Grief Points
mciniuir! Contoact maintain contoct fyeainey
Information details Assessed monthly
by random check
Key Contact Not defined -
Person responds
fimeously
il S sasigserindll L L Design Proposals 5 Grief Poinfs
payment process requests for provides within fen
Design Proposals | (10) full Working
as required Days (yes / no)
Responses to Quotations 2 Grief Points
requests for provided within
Quotations seven (7] full
provided as Working Days (yes /
required noj
ESARENTI. Specified items =
Dedivery process | yejvered - not
followed as defined
specified
Packaging as B
specified - not
detined
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!lumm

I

1 e
Labeling as = |
specified — not
defined
!
Lesvery wimnin 3 |
quoted lead fime - |
3.3 Schedule C: Cirix Virtual Deskinn infradni-hra nr amibolant
‘ o lmw Service Measure | Service Metric Grief Point
performance
Device Avaiability Uptime of each Not defined 4
(ref. clause 6.1) individuol VDI
server
Service Availability | Uptime of the v | Not defined
(ref. clouse 6.2) service
Incident Response Meon Time To Less than 60 minutes | 5 Grief Points
Respond (MTTr) -
Priorty 1,2 & 3
incidents
Maximum Time To | Remediate 5 Grief Points
Restore (TIRM~) — | reconfiguration
Priority 1 & 2 issues within three
Incidents (3) full Working Days
Maximum Time To | Five (5) full Working | 3 Grief Poinls
Replace (TTRp™~) | Days
Provide Technical support | o i fyes / no) 5 Grief Points
Maintenance and services available
Technical Support s specified Assessed monthiv by

Fe ]
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defined

Service Element Service Measure | Service Melric —
nonperformance
Note: non-
availability of
technical support
may result in Device
and/or Service
Unavailability, and
will be penalised
consequently
Provide and Provide and Provided 2 Grief Points
maintain Contoct maintain contoct {yes/nol
Information detoils Assessed monthly
by random check
Key Contact Not defined e
Person responds
fimeously
Adhere to Responses to Design Proposals | @ Gnief Poinis
procu..-wen'uem. requests for provides within ten
ordering, deliv Design Proposais | (10) full Working
- end payment as required Days (yes / no)
process -
Responses to Quotations 1 Gef Point
requests for provided within
Quotations seven (7) full
provided as Working Days (yes /
required no)
Equipment Specified items 2
Delivery process | Gegvered - not
specified - =
Packaging as i
specified - not
defined
Labelling as -
specified — not
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| ] | T 1
Uelnvery witnin
quoted lead time -
not defined

Delivery ot the
place specified in
the Purchase Order
- not defined

Fauit handling | Not defined
process followed

replccement
process followed

S

7 Report fo the City Provide monthly Provided within 2 Grief Points
Summary Report seven (7) full

as specified Calendor Days
after the last day of
each month
{yes/no)
Assessed monthly
8. | Attend Service Physical Provided within 2 Grief Points
| Review Meelings aftendonce at seven (7) full
| Wie Sevice Calendar Days

Review Meeting of|
er the last day of
the Key Contoct | gncr ot Y

Person {ves/no)

L1 ] [memeamanmy: i ]

MMD:nSecummme(mogedbymmhoﬂdeﬂ

# 'smﬂemni Service Measure | Service Metric ]
incumred for non-

| i
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individuol I0gging | 15 99% over the
unit or oppliance | period of each
Calendar month
= Service Avaiability Uptime of the IT Better than or equal 15 Grief Points
Security to 99.9% over the
Inteligence period of each
Platform Calendar month
3. Incident Response Mean Time To Lgss t:\on thirty (30) | 5 Grief Points
Respond (MTTr) — | Menuies
Priority 1,243
Incidents
Maximum Time To | NOT denned -
Restore (TTRMa)
| I | Incidents | I
MURIETIUITI TITE2 10 | FIVE [2] TUll WOrKing | ~ ~rmr » wmna
Replace (TTRpM~} | Days
4, Provide Technical support | pemediate 5 Giief Points
Maintenance and services available | onfiguration issues
Technical Support as specified within three (3) full
Working Days
Train City stoff on | Eight (8) full Working | 2 Grief Points
the functionclity | Hours per Calendar
of the plotform Month, as
sufficient to evidenced by
ensure service | Signed job card
continuity
5. Provide and Provide and Provided (yes/ 2 Gnef Poinfs
mcin'roiq Contoct maintain contoct yes/no)
FiosTalon details Assessed monthly
Far e Aace bl
Key Contact
Person responds Not defined
fimeously L
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Adhere fo Responses fo Design Propasals | 2 Gnef Points
procurement, requests for provides within ten
ordering, delivery Design Proposals | (10) full Working
and payment as required Days (yes / no)
process
Responses to Quototions 1 Grief Point
requests for provided within
Quolgtions seven (7) full
provided os Working Days (yes /
required noj
Equipment Specified items -
Deivery process | gelivered - not
followed os defined
specified
Packoging as B
specified - not
defined
Labelling cs e
specified - not
defined
Delivery within v
quoted lead fime -
not defined
Delivery at the
ploce specified in
the Purchase Order
- not defined
Fault handling Asspecified-not | T
process followed | defined
Repair or As specified - not -
replacement defined
process followed J
Service Element Service Measure | Service Metric Grief Poinis
incurred for
non-

|pcnom|a1co
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Maoximum Time To | Not defined =
Restore (TTRMax] —
Priorty 1 & 2
Inrirdante
Maximum Time To | Five (5) full Working | 5 Grief Points
Reploce (TTRpMa) | Days
4 Provide Technical support | pemediate 5 Grief Poinfs
Maintenance and services availoble | ~qnfiguration issues
Technical Support as specified within three (3) full
Working Days
B Provide and maintain | Provide and Provided no 2 Grief Points
Co:ﬂacf' maintain contoct sy
Information details Assessed monthly
by random check
Person responds
timeously
procurement requests for Design | provides within ten
ordering, delivery Proposals os full Working Days
ond payment required {yes / no)
process
Responses to Quotations } Griet Point
requests for provided within
Quotations seven (7} full
provided as Working Days (yes /
required no)
# | Service Element Service Measure | Service Meiric
Grief Points
incurred for non-

| I | i | perormance |

L 1 1 1 —— 1 —
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Report to the City

Equipment Specified items e
Delivery process delivered — not
specified
Packoging as -
specified (yes / no)
Labelling as =
specified — not
defined
) i _
quoted leod fime —
not defined
Delivery at the -
place specified in
the Purchase Order
L — ]
process followed
Repair or Not defined -
replacement
process folowed
as specified Days after the last
day of each month
include record of | (yes/no)
all Incidenis and '
consequent Assessed monthly
resolutions. plus
I requested |
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Include details of 1 Grief Point
ovisianding
security updotes,
software updates,
and any related
recommendations
# | Service Element Service Measure | Service Metric
Criant Daieds
| ! | | nonpenomance |
F : | t } —]
8. Aftend Service Physical Present as 2 Gnet Points
Review Meefings oﬂe_ndonce at the atte ndom?:?eg’ster
SeR A 2 (yes/no}
eview Mecting of
Person meeling as
evidenced by
Attendance
Register
3.7 Schedule F: Anfi-malware solutions & Emall Hygiene
| = ‘Senrk:eﬂemenl l."oewlcem Ismm ‘ ‘
Grief Poinis
| I I | | nonoerformance |
SN s e sl e | — ] |
| 1. | Device Availability l Uptime of Devices I Not defined | |
| 2. | Service Availability l Uptime of the | Not delined ] - |
protection service |
|
3. Incident Response Mooh Thine 16 Less than two (2} 5 Grief Points
Respond (MTTr) - hours
Prioity 1,2& 3
Incidents
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Resfore (TTRMax) —
Priorty 1 & 2
Incidents
Maximum Time To | Five (5) full Working | 2 STeT roinTs
Reploce (TTRpM«} | Days
Provide Technical support | pemediate 5 Giief Points
Maintenance and services available configuration issues
Technical Support as specified within three (3) full
Working Days
Service Element Service Measure | Service Meiric
Grief Poinis
Contact maintain contact )
Information details Assessed monthly
by random check
Person responds
fimeously
ordering. delivery | pronasals as full Working Days
and payment required {yes / no)
process " :
requests for provided within
Quotations seven (7) full
provided as Working Daoys (yes /
required noj
B Specifieditems |~
Delivery process | Gegverad - not
followed as defined
specified
Pockaging Os
specified {yes / no)
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Register

[ | nhellina ns ["
speciiied — not
defined
quoted lead time —
not defined
I | Deadivery at the | — |
I | place specnean | |
—nal denlnea
process followed
Repair or
replacement Not defined -
. |pocesfolowed | 000000 |
Report fo the City Provide monthly | Provided within 2 Grief Poinls
Summary Report seven m Calendar
day of ecch month
Include record of | (yes/no)
all Incidents ond
consequent Assessed monthly
resolutions, plus
root cause when
rermiestead
include details of 1 Grief Point
security updates,
software updates,
and any related
recommendations
Attend Service Physical 2 Grief Points
% & Present as per
Review Meetings altef\danoa otthe | SHendance register
Reviow Moeotina of fyes/no}
Person meefing as
ATlencance




3.8 Schedule G: Securily assessiment services
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# | Service Element Service Measure | Service Metric
Grief Poinis
incumed for
nonnerformance
l | | | |
I | | | |
1 Device Availability Not gppilicable Not defined -
= Service Availability Not applicable Not defined -
Incident Response Mean Time To Not defined -
Respond (MTTr) =
attributed foa
SeCUnTY sk
assessment
Maximum Time To | Not defined -
Desctowens TTOMAx)
Priority 1 & 2
incidents
Maximum Time To | Not defined -
Reploce (TTRpMu}
4. | Provide Technical support | NOt detined
Maintenance and services avaioble
Technical Support as specified
5. rrovige ang Provige ong Provided no -
maintain Contact maintain contact fyes/no)
Information details Assessed monthly
by random check
Key Contact Not defined
Person responds
timeously
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Adhere to
procurement,
ordering, delivery
and payment
process

Responses o Not defined -
requesis for
Design Proposcls
as required
Responses to Quotations i
requests for provided within
Quotations seven (7} full
provided as Working Days [yes /
required no)
Equipment specified items -
Delivery process delivered — not
followed as defined
specified - -
l I Dl e me
specified (yes / no)
- not defined

3.9 Schedule H: Cloud Access Service Broker (CASB)

| Service Element

| Service Measure | Service Melric

Priortv1.2& 3

#
incumred for
nonperformance

Device Availability Uptime of CASB Not defined -
| devices
z. KK:eIvICeS AVQIIQI:IJW Upﬁm Of m NOT denned
CASB service
3. incident Response Meon ThneTo Less than five [5) 5 Grief Points
Respond (MrTr) — | Minutes

75




TENDER 265520192020

{ Moxdmum Time To | 'Y vemew
[ Restore (TTRM) -
] Priority 1 & 2
| Incidents
Maximum Time To | Five (5) full Working | ® ©neT Points
Reploce (TTRp™~) | Days
Provide Technical support | pamediate 5 Grief Pointfs
Mgainlenance and services available configuration issues
Technical Support as specified within three (3) full
Working Days
Provide and Provide and - 2 Grief Points
it Provided no
muntap Contact maintain contact tyes/o}
information details Assessed monthly
I D‘y anaom cnecek
Key Contact Not gefined =
Person resnonds
nMmeousty
procurement, requests for provides within ten
ordering, delivery | pesign Proposals | (10} full Working
and payment as required Days {yes / no)
process
Responses to Quolations | Grief Point
requests for provided within

FREQUENCY FOR REPORTING COMPLIANCE OF THE SERVICE LEVEL

The Measurement Period will be daily and the Reporfing Period will be

monihly. Information, such as grief points, terminatfion events and performaonce
statistics ogainst service levels, will be consolidated in the form of a Report and
presented at the scheduled monthly meetings. Meetings to be scheduled post
award with successful bidder. The supplier will compile o monthly report and deliver
the report to the City of Cape Town authorised representative two days prior to the
scheduled meeling date.
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16. Communication fo be done by the City's delegated Information
Technology Manager and authorised representctives from
(Company).

SERVICE FENALTY

5.1 In each cose of o folure lo safisfy a Service level, the Supplier will safisfy the

applicable Service Level within seven days from date of nofification of service level
failure.

5.2 In addition, in each case that a Service Level is nol complied with, the City shall be

3

6.1

6.2

6.3

b4

6.5

6.6

6.7

AR

entitied (but not obliged) to recover a Service Penalty, calculated in the manner
described in the Service Penalty Calculation Section.

SERVICE PENALTY CALCULATION
Foch Service Penalty is made up of an cccumulation of Grief Points.

Gref Points are accumwiated automatically by the City due to faiures by the
Supplier to meet Service Leveks.

Grief points shall be allocated for each failure to mee! any Service Levels in eoch
calendar month.

Each block of 15 (fifteen) Grief Points that is accumulated by the Cily in each month
will consfitute @ Service Penalty, which may be claimed by the City. Consistently
high monthly Gref Points over several months will be reviewed and consideration
given to this constituting o Service Level Terminal Event.

Before every monthly SLA meefing the Supplier will generate o report with all the
details of the non-compliance of the service levels and the grief poinis thal the
City is enfitied.

The City may claim a Service Pengity by informing the Supplier at the SLA meefing
or in wrifing that it is claiming the Service Penalty.

On the first accumulation of a Service Penalty, the penalty which may be claimed
will be 5% (five percent) of the Order or Service Fee affected that the City must
pay the Supplier in terms of this agreement for the month in which the Grief Points
were incurred,

Tha nennity will he claimed 0s 0 discount in followina month's account.

6.9 A 12-month rolling period will commence on the first {1¥) day of each month. A 12-

month roliina period i defined as the current month and the previous 11 months.
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6.10 Al the second accumulaiion of a Service Penally in any 12-month rolling period,
the penalty that moy be claimed will be 10% (ten percent) of the Order or Service
Fee affected for the month in which the Grief Points were incured.

6.11 On the third ond subsegquent occurence of o Service Penally in any rolling 12month
penod, the penally that may be claimed will be 15% (fifteen percent) of the Order
or Service Fee offected for the month in which the Grief Poinfs were incurred and
may constifute a Service Level Terminafion Event.

T TERMINATINMN . (CFNFRAI FUFNTS

7.1 Termination for default: See clause 23 of the GCC

72 Teminction for insolvency: See clause 26 of the GCC

2 NOTICES

8.1 Al notices given by any porly to any other hereunder shall be given in wriing and
shall be sent by prepaid registered post. or shall be delivered by hand, fo the
recipient's domicifurn for the time being.

8.2 Notwithstanding anything fo the contrary herein conlained, a written notfice or
communicafion actually received by a party shall be an adequate written nofice
or communicafion to him notwithstanding thot it was not sent nor delivered to the
recipient’s chosen domicifium.

9 DOMICILIA CITAND! ET EXECUTANDI ADDRESSES

9.1 For all purposes of, and arising in connection with, this Agreement the porties choose
as ther resocclive domicilia cifondi ef execufandi addresses the gbove addresses.

9.2 Any party may from time to time change its address for the purpose of this clouse to
any other address within South Africa upon not less than 10 {fen) days' nofice given
10 the other party to such effect.

10 GENERAL

10.1 This Agreement and the reloted fender sefs out the enlre agreement! and
understonding between the porties in connection with the subject matter hereof
and supercedes all prior agreements, if any, between them,

10.2 None of the parties shall be bound by any express or implied term, representation,
waranty, promise or the like. nol recorded herein.

103 No oddition to, varigtion or consensual cancellation of this Agreement, shall be of
any force or effect unless in writing and signed by or on behalf of all parties.
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10.4 No indulgence which any porty may grant 10 the any other shall constituie o
waiver of any of the rights of the grantor who shall not thereby be precluded from
exercising any rights against the grantee which might have arisen in the post or
which might anse in the future.

10.5 Al parfies acknowledge that, in entering info this Agreement, they are not relying
upon any wamonfies, representations or underiakings howsoever or fo
whomsoever made. save and excepf in so for as same are embodied in this

10.6 This Agreement is read together wath the General Condnons ol Contract ana e
Cracinl MAandifiane AfF T Aantract e ~cAantainad in Hha Tandar NacDmmant

1 AFTLUICALLE LAW
This Agreement shall in all respects be construed in occordance with, and shall
be aovemed bv. South Alricon law.



Schedule D: IT Securily Infelligence

Pricing provided must be for a fully working and licensed product. Provide options and fully
explain alfematives. Products must be able o integrate into the existing environment. Any
ambiguity must be explained as part of the pricing provided. Where additfional licenses or
modules are recommended to enhance protection, indicate os recommended and not
port of the base product. This approach will assist in comparing various technologics.

Sections provided are an indication of anlicipated requirements. Where additional sections
or components must be added, do so by expanding the table.

1. Price as per below lables.

2. Provide an SLA cost in order to be cble to meet the terms and conditions of the
service level agreement. All SLA amounts must be provided on an gnnual basis. If
necessary, during evaluation the Bid Evaluation Committee may also divide the
Year amounts by 12, in order to determine the approprate monthly cost.

3. Ad hoc lobour costs will be considered for evaluatiion purposes.

4. Failure to provide pricing for each component of the solution will render the tender
nonresponsive, unless the functionality has been included elsewhere within the
same secfion. Do not leave any component blank; an explanation must be
provided.

Please indicale the Mark-up percentage: _ 10%

Please provide your parinership siaius by identifying the relevant technology area and your
porinership stolus:

Technology area (Original Equipment
M tact ) Cumrent Parinership Siaius

Tenable Silver Reseller




00'05301 ¥ 00'000L ¥ 00'000 § ¥ 00'096 ¥ 00'096 ¥ oK Jed peyyoy | zed
00'0001 ¥ 00'006 ¥ 00006 ¥ 00068 ¥ 00068 ¥ iNOY Jog JoBrueyy efosid | L'ed
uvawa) | Gvaroa | oo WA (va|  (ava1oxa) s uopdyoseq
g Je0A 0OMd | pJeOA 00N sopig | 19%3) Z100A 00l | | 4E0A BOUd eounosey | sbojAleg
ooy pe - 8J809 anoqe | ¢g
% 0} oy 0jqe|jere 0N z JeuLBDE UOED |d0Y qep zza
- » 1UB|BAINDE 40 ‘|oEue Y
% 0} SRR NVOS SOADYL-WE z BAl 08'0EUe L 1’28
(%) (LvA
oBejuedsog ..,.m.nw. Jequinu peg ALD wey| 4o uopdoseq [ wey pesnbey
dn-spe

MW | Wao seddng
uojnjos yusjeanbs Jo Bujuies | zZ8
%0)| LvE61 0.5y LZV-SYM-OIL 2 JoUUBOG JOREY Y qO Z8

_ ) waeanbe Jo UoJdpISaNS (ENLUY - Pepn|ou| i
%0l | 0v'ZezZEBYYM Bv0Z OS-ANISW3 avoe ($JOUUEOG - S180HEPOZ — S8ILIIE UO - 8 SIIIOL 18
(%) eBejuadiod F<>u
19%3
dnopey 891 e el ALD wey| jo uopdoseq / wie) pesjnbey
W30 Jeddng

wejeanba Jo uojnjeg yusweBeur AIGRIBUINA BjQEUG L




¢8

% 0b LZSYZYL P Y | N-X-Z1dD-6-dINSdN0 00081 oINS d1Q Vi3
UOfiLUoADI g 8801 BjEQ
(%) eBejuscieg dn-uew | (LVA 19X3) 8opd WIO Jeyddng logquinu Jeg ALD wey| j¢ iopduoseq / wey pasnbey
uojjuUeABId 8807 BB 13
| JJusAdiy SSO7 BIR(Q i 9| 20Yo8
00'9S0 6E M | 00'008 9E ¥ 00'00§ 9 M | 00000 ¥E Y 00'000 € ¥ WIS J0d sy | ve
(VA ‘ox3) AL (v o) o hoi
2 400A _E.-wh_._u y 1804 (puy) n.;e....h_ﬁ...._.& z o, (pue) | 4 Jeoj (puey) uondi: g v1s
ejey |enuuy ojey fenuuy oy [Enuuy
¥ JweaiBy |aaaT eojaieg %:
000801 ¥ 00'000 1 Y 00000 b 00'086 ¥ 00'0G6 N iNOK Jag (wedx3 Jepepy wolang) IS ceg

QZ0Z/E10Z/5S9Z WHONIL




£8

26'G62 491 ¥ 91'00 L7} ¥ 00'86% LE} ¥ 00'00% 82} ¥ 00000 0Z4 ¥ 108°0:d Jog §90|ABS UO[RIUOLW|0 W] £'e3
71688 62 ¥ 86'086 L2 o ZL'E0) BZ ¥ 00°'86€ ¥Z ¥ 00008 22 ¥ 1eoud g | ©0jM0s JubuebeLEwW 08/0id 223
71’988 62 ¥ 86'0E6 L2 ¥ 2L'01 B2 ¥ 00'96€ ¥Z ¥ 0o'oogzz A 100'0ud 1oy S80S DUIUUR|g 23
(LvA 1x3) (VA 19x3) {1vA 1ox3) (VA (1vaA wn seojIng
§ 480 02)d v 400 00ld €400, 00)d |19X3 Z JEO, 8d)id [19X3) | JROA BONd
$99|Aleg J00[0ig z3
% 01 E13 PUB 1°13 U papnu| 00084 | pue OOuBUBUEW LioddNs  |efju| 913
% 0} €43 Pue 43 Ul papnoul 00081 Bujsusor ¢'43
% 0} BE'CAZ JZE M | N-X-Z1dO-G LdS383 0008} osgvp.BY | eous|ddy 713
Bupaodey
% O} CO'L9B 0BI Z¥ | N-X-ZhdO-G-dIvVOdI0 0008} onoid 10 13
% 01 IWOSHLIZOY | NX-ZIdO-S LdS3sE } eOUBUBYIBW Loddns  (epu) 213

0202/81L00/8582 WAONIL




v8

(vapxa)g | LVARXE) (vA1oxa) g 4e0A | (LvA 1oxa) Z498A | (1vA 19x3) | seop
2o A (Puvy) 618N [EnuLY v%.u,_wﬂ..n__ (Puey) e3ey fenuuy | (puey) sy enuuy | (puey) sjey enuuy UOHIi08eQ S00iAg
sao|Al8g pebeuey <3
Sa0|\IBs SODNGE $00|AI0S 8B0|NEBE SDONIDS V1S WUBABI6J JB0 BY [
paBeurw U pepn|ou| pebeuew pebeugw u| pepnou) | pefeuew uj pepniou| | peBeuBw | pepniou|
Wl POPNY|
(LvA pxa)g | VA Pxa) (VA 19%3) £ w04 | (VA Ioxa)Ziwen | (LA 10xa) | seep
20 ) (puey) ojey jenuuy cﬂ_n-ﬂﬁ-& (puey) ey fenuuy | (pusy) sjey [enuuy | (puey) ejey [enuuy uopdjoseq w18
jueweeiBy |ena 80|Al08 3
00050 L& | 000004 Y 00000 + ¥ 00'026 ¥ 00'056 ¥ N0 J0g (vedxz | "tz3
myep  Peigng) INS
0008044 | 00000+ Y 00000 b ¥ 00'0%6 ¥ 00'096 ¥ iNOK Jed wolaly 223
00000 + ¥ 00°006 o 00'006 ¥ 00'028 ¥ 00056 ¥ N0 J8d Jabeuey 198014 vZ3
(LvA (LVA 19x3) (LVA 19%3) (LvA 19x3) (LVA Px3a)
|0X3) G JBOA 801id | pJROAGONG |  EIROADOHG | ZJEBAGOUA | | imeA eOud Win|  uondusseq saunosey  seojsg
o0y pe — $1800 Jnoqe OF |

020261025592 HAANAL




% 01 000080858 | o 30 e | yoddng g'IH
8408N (00| JOj 588008 (SMY) .
% 0 000 0c01 $80|/ABE GO UOZEWY 10} UORNICS BSYD iy
. 288N Q0 | 10) ;
o 01 0oe 0001 ESE308 BUNZY YOSOID|W JC) UOINI0S HSYD odlii
$/08N DOOE L
000 ¥ 0008} 10} §50008 Z'IH
% O} RICIDE SSE0ONS JyS J0) LOIN0S HSYD
T h?.o
; 40ud 8ANCSUC PUB SRS L 'BUIIUD JUICHEYS ;
% 04 00002 OPOEY | ol N 0008} 'BU|luQ BBURYIXI SOPAPL| 'S:08N DOOR) Hi
40} B8BOOE £3 GOEB0YO L0} LOINICS BSYD
(Lva
(%) .Jﬂ!n._ 1oxa) I0qUINU peg ALD wey| jo uojiduoseq / wey pednbey
MEW | oog wao senddng
UO[N|08 HEYD s
(88vD) 18)0.g 00|AI0E 88800y PNOID (H ¢  H8YOS
006LLEv6 0| 00080 288 o 00'6ZC V28 ¥ 20007 044 ¥ 00'000 0Z2 ¥ Ajuo sinoy sssujsnc ye3

§ % § wioned uonuessid
8607 BleQ BsyCIBIUS
oy} a)eiedo o) eonues pobeuepy

020Z/610Z/S592 HIONTL



98

(wapxa) | (vaiexa) | (vaexa) | (vAiexa) (LVA 19x3) N
ieo ) oopd p deay 00y £ d80) 8oud Z iee) 80jd (dBOA 004
01867y T 805 £¥ ¥ 09907 [  00'0008EY [  efoidiog
82981 95y LL Y piE 81 ¥ TR 0008z ¥h ¥ [ 100l0id sed
0i89Y 902 G ¥ 598 ¥ ¥ ysvy 00052 ¥y |  wefoidieg
(vApxa) | (LvA19x3) (LvA 1ox3) | (LvA19%3) (LVA 19%3) wn
Jes) 00d | yaee, 804 g JBDA 00ld | Z4BOA DO JEB) 8214d

0Z02/61 02!8902Z HAANS,

uopdioseq
2iN089Y | S60|AI0S

- $)809 Jnogqen)

EBD|AIBE UonBiLSwWadw)

00|AI0S |8 WL BDELEW 10810/

so0a08 Dujuued

$00jA108

800|AJ0G J08[0.d

EH

€2
Z2H

bZH




L8

weeanbe Jo Bujupea)
ou % 01 oqeayddy 10N i JOIRLSIU|WIPY PRIUBADY
{ WMl 8|y
0zk L3 Y % 0} oozary | A rHLNSN 1 JO)RAS| VI WPY
(%) (LVA "1923)
00)id |Buj4 aBejuenieyg 00d W30 dequinu ued ALD Hnu » :o:uo_ﬂ_uwmﬁ
deypep Jo)ddng
Bujues
00'0 00'929 0¢ ¥ 00'229 82 ¥ 00'06L 82 Y 00'000 §Z ¥ VIS A BU Jod Sy
(LVA 1ox3) (LVA 19x3) (LVA 19x3) (LVA 19%3)
pamep (puea) |y uveA (puey) Guwﬂw Muu._msﬂnn z4e0p (puey) | ) seo) (puey) uonduoseg v1s
ajey [enuuy ejey [enuuy ey [enuuy ejey |enuuy
useuBy |aAe eojA0g
A 00'000 | ¥ 007000 & ¥ : . INCH Jod
00'080 L ¥ 00'058 ¥ 00'096 ¥ KD J0AeN 1OHING) 3G
00'080 L ¥ 00'000 1 ¥ 00'000 ¥ 00056 M 00'096 ¥ ANCH Jog 8y
00'000 b ¥ 00°006 ¥ 00'006 ¥ 00'058 ¥ 00'098 ¥ JNOH Jod Labeueyy 108j0id

0202151 DZ/SSOZ ¥IONIL

83
Z%H

L'SH

SH

LvH

E'EH

ZEH

L'EH




% 01

% 0L

(%)
jusouog

In-siepy

19%;

020Z/610Z/859

d3d

41

oy

V'EBZ L) ¥

(LwA
W30 so)ddng

uE

A0BNSIUIRY PECUBARY

JOLRALS U WDY

wey) jo uojdiiose
wey pesynbe

283

b93




Aé - SPECIFICATIONS

5.1. Infrodyction

The City's IS & T depariment has deployed o variety of IT securnty technologies and
confrols as part of the City's IT Security roadmap, in order to ensure confidentiality,
intoewitvy nnA cavnilnhdite of Clite Adotn

As part of the previous [T Securnity Tender 3025/2016/17, a number of fechnologies that
were obsolete have now been replaced with modem technologies. In addifion, as
part of the previous fender, new technologies have been deployed providing new

It is therefore the City's intention to expand, support, maintain and mature these newly
deployed cyber security environments. These environments are therefore requesting
pricing on specific technologies or equivalent as per pricing instruction 4.17.

For new requirements and where no solution has been deployed, service providers
may propose solutions that fit the City's defined requirements.

in terms of providing availoble documentory evidence, details of any additional
documeniation provided should be included in Schedule 14: List of other documents
attached by tenderer, below, and cleardy referenced in your answer page/s in its
respective arnswer areo. And, where requested in the document, all relevant
reference documentation o be altached in Schedule 16, cross referencing the
applicable question which should be cleary morked in the document AND within
Scheduie 16: Information to be provided with the tender.

5.2, IT ARCHITECTURAL STANDARDS AND GUIDELINES

This section provides prospective vendors with technical information regarding the
City's current IT environment. For this tender the City's IT Architectural standards are
categorized into Compuilsory, Preferred and Not Supported for the proposed solutions.

+«  Compulsory IT Architectural Stendords

These stondord are mandatory and the proposed solution(s) must adhere to these
standords fo ensure interoperability with existina IT londscape ond fo be occenied by
e LITy'S 11 AICTHIECTUIE QOVEMQance.

= Preferred IT Architectural Standards

These standard are recommended for proposed solution(s) 1o ensure seamiess
infegration with the Cily's exisfing IT landscape and would be considered for
acceptance under the City's current IT Architecture govemnance.

» Nol Supported IT Architectural Standards
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These stondord have direcdy been considered under the Cily's IT Architecture
governance fromework and rejected or does not comply o the Cily's siandards and
therefore must not be considered in the proposed solutions.

521 Compulsory Minimum IT Architectural Standards

IP protocol only on the network

The use of Secure Transport Layer Securily (LS} version 1.2 between all
application components

Encryption of all data in transit which has been classified as confidential, sensitive
ond personal identifiable information.

Senarate datahase And Anniicatinn carver architech ire

ODBC or OLEDS conneclions between cpplicalions and dalabases O Full
relctional database design, using stored procedures.

All DLLS MUST De wrapped as COM+ objects [preterably wntien in NET)
Mnifrwr_r\:Nel Framework 1o be used version 4.7.1 in order 1o lully support TLS

Scheduled events via DTS on SQL Server.
Applicafion securily (i.e. user occounts) at the epplication or dotabase level (not

~t thoa MR lawall

Applications and Databases hosted on Virlual Machine (VM) Servers created
using MS Hyper-V (only)

Solution must funclion within o Microsoft Managed Environment
PC thick clients must not function requiring administrative rights

PC Thick chents must be packable and deployable across a network using
System Centre Configuration Manager (SCCM) to locked down managed pc's

Solution interfaces with SAP must be SAP architectural compliant (preferably
certified)
All confidential data must be encrypted

Annlicalinns

5.2 2 Prefemred IT Architectural Standards

-

Application Solutions hosted on Microsoft piatforms
Web oppéications rother thon thick client/server applicafions
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» If thick clien! gppilications are used, these needs to be packoged in the Microsoft

= Business logic implemented in stored procedures rather than in inline code.
+ The ability 1o co-exist with other 3rd pariy applications on the same hardware.

+ Application solulions not hosted on Microsoft platforms but on platforms such as
Linux will be reviewed ond considered based on the proposal put forward and as
it complies with the reauirements above

§.2.3 Not Supported IT Architectural Standards

+ Aclive X Conirols - the managed desktop environment does not permit these.

+ Mapped Network Drives or UNC paths between worksiations ond application
servers

* Mapped Nelwork Drives between opplication/web/database servers
* Mapped Network Drives or UNC poths between workstations

= IP addressing - use DNS acddressing instead

+ Appilicahon and database on same server

= Cusfom-developed Windows server services

*  USCr/ApPPRCGNON CCounts requinng Q permanent server 1ogin

* Microsoft Access on a server

« Applicatfions written in such a manner whereby usemames ond password are
embedded in the opplication code

« Insecure Secure Socket Laver Secunly [SSL) protocok e.a. SSL version 3

For this tender it is requires for suppliers to supply and implement the goods and
services for the identified 12 seclions or lechnology creas within the IT Security
domain. This supply and implementation will happen within the cument IT Security
operationol environment and care must therefore be taken to ensure at all limes
continued IT Secunty operalions and the no exposure or increased nisk is
infroduced from the program or any individual sub-projects that will be required to
delfiver on all the tender requirements.,

In gencral, the goods and services scope of the tender includes:

- The solution design, supply and implementation of Hardware components
including cppliances, storage, servers.
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= The solufion design, supply and implementation of Software components
including application. icensing. subscriptions, maintenance, monitoring ook,
management 1ools elc.

- Services: upgrade, implementalion, training, operation, support,
maintenance, service level agreements, managed services, securily
assessments efc.

= Any other interrelated components to ensure a working sclution

The specific scopes in the fender in ferms of specific solutions or lechnologies are
arouped in twelve solutions secfions and include:

- Schedule A: Reverse Proxy

Provide a Citrix or equivalent reverse proxy solufion including load balancing and
web application firewall functionality as well as reporting and decryption ond re-
encryplion solutions. Delivery metrics for this solution will be managed through
agreed Service Level Agreement (SLA)

= Schedule B: Vulnerability Manogement (VM)

Provide a Tenable wuinerabiity maonogement solution or equivalent for the
infrastruciure, opplicafion, web opplicafion, database and firewall landscape
which include reporting ond asset classification functionality. Delivery metrics for
this solutfion will be managed through agreed Service Level Agreement (SLA)

* Scheduie C: Cifrix Virtual Deskiop Infrastructure or equivalent
In this section tenderers will be required to expond ond provide support and
mainfenance services for the Ciirix VDI platform or equivalent.

* Schedule D: IT Secusly Infeligence

Tenderers must propose a McAlee solution or equivalent for an IT Security
Inteligence Plotform lo faciitate the integration of the in scope services. Delivery
melnics for this solution will be managed through ogreed Service Level Agreement

» Schedvle E: Data Loss Prevention

Provide a Data Loss Prevention (DLP) solufion which wil integrate with the existing
environment. The successful tenderer will also be required to project manage the
impiementation of this solution. Delivery metrics for this solufion will be managed
throuah aareed Service Level Aareement ISLAL.

« Schedule F: Anti-mablware solulions & Ermail Hvaiene

92
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Provide the requested Trend Micro Anfi-Malware solufion or equivalent for the
City"s environment. Provide Trend Micro email gateway functionality or equivalent
and Exchange 2013 antimaiware protection in both Cape Town and Goodwood
dota centres including advanced antispom and anti-malware capability. This
solufion must also provide reporting for anti-malware, content fillering and spam
solufions. Delivery metrics for this solufion will be managed through agreed Service
Level Aareement (SLA).

* 3SChedule G: Security gssessment services

Security ossessment services are required for the CCT's SAP Portal, including
aopplicalion and infrastructure environments ond @ Microsoft Intemet Services
project. It is the intenfion that a panel(s) of service provider for eoch project will
be created. Work will be rotated according fo a defined schedule.

+ Schedule H: Cloud Access Service Broker (CASB)

Provide a Cloud Access Service Broker (CASB] solution which will integrate with the
existing environmen! and future planned cloud services and applications. The
successiul lenderer will also be required to project manage the impiementation of
this solufion. Delivery mefrics for this solution will be managed through agreed
Service Level Agreement (SLA).

For each requested solution / goods / service section the background ond context
is provided followed by the requirements statement for the specific section. Please
respond within the tabie provided per section.

5.5. INFORMATION GUIDE ON FUNCTIONALITY SCORING

In prepanng youwr response 1o This request, your goal should be o maxmise your
score by convinding our evaluation and adjudication panels that you offer the
best solution and service. Points will be oworded for completeness of responses.
You should address all the areos.

Answer each mandatory queshon i its enfirety and insert your responses into
Annexures Al-Aé in this document and expand your answers where necessory.
Please respond fully fo each question before proceeding to the next question. Do
not place additiond information in an appendix or annexwre, rather ploce any
addifional answer to the question using the following numbering convention:

93
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If the answer for a question s on page 10, you may append any further answer poages
with the question clearly referenced at the top of the page and the page should be

numbered 10.1. 10.2, efc. at the botiom of the page (please see positioning and
nimbhonnn cnnuentinn Af thic dacomandt-

In ferms of providing availoble documentary evidence, detais of any additional
documentation provided should be included in Schedule 14: List of other
documents attached by tenderer, below. and cleardy referenced in your answer
page/s in ils respeclive answer area. And, where requested in the document, all
relevant reference documentalion to be attached in Schedule 146, cross
referencing the applcable question which should be cleardy marked in the
document AND within Scheduie 16: Information to be provided with the tender.

If you feel thal a question overaps cnother question, then repeat your answer os
different people mav evaluate and adiudicate different answers

ycheduie B: Vuinerability Monogement — Background and Requirements

The City currentiy uses the Tenable SC Vulnerability Management platform in order
fo perform extensive vulnerabiity assessments of the environment. It has now
become necessary lo further expand the reach of the system due to the City's IT
securnity and comnlionce reauirements.

The Tenable SC web application scanner (WAS) currently does not meet the City's
requirements from a reporling perspective, which impacts the City's obility to
remedicte delecled vuinerabilities. Hence the reason for the City requesting
additional bids for Web Annlication Seanner

The vuinerability management tool(s) is required to perform vulnerabiity scans
which conform to the CiS-ceriified (Cenire for Infeme! Security) cudit standards,
in order fo comply to the standards, set by the Auditor-General of South Africa for
operafing sysiems and databases. This requirement s mandatory.,

The following environments are to be sconned for operating system, dolabase
and appication vulnerabilities:

Windows Server 2012/20146/2019 and oll variants
AlX 7.2

SUSELimnux 11,12, 15

Red Haot Linux 7, 8

Microsoft SQL Server 2014/2014 and all vaniants
Oracle 11.2/12¢ ond later

SAP HANA

IS 7.5 and laler

Apache 2.2 and 2.4

EE NN AOLON -
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10. MySQL 5.3 and later
11. MaricDB 10 ond later
12 SAP Porinl

13. ESRI ArcGGIS

14. Microsoft technologies
15. SAP technoloaies
14. Frewalls

In the following fable, please respond to each item. Please complete the
“Description / Technical Response” column for each item that is included. This
section s o technical response section and must be responded in full. An
exiroction of these question will be repeated as evalualion questions in
“Evaluation™ section 4.5 where the scoring criteria will be provided. It is highly
recommended you review the scoring criteria in detail, prior fo providing the
necessary delailed technicaol response.

Funcfional Quesfions

in the following fable, plecse respond to eoch item. Pleose complete the

“Descriplion / Technical Response" column for each item that is included. This
section is o technical response section and must be responded in full. An
extmchonof&esequestmnﬂberepeutedosevdwhonmeshonsm
“Evoluation™ section 4.5 where the scoring criterio will be provided. It is highly
recommended you review the scoring criteria in detai, prior 1o providing the
necessary delailed technical response.

Requirement / Question - |Dmhﬂmlrecl!;cdlm-
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Bl

]Describe in detail how to perform o
vulnerability management scan on a host
residing on the Cily's internal network.

o e — =

Acfive scans are scheduled by using a scan
template, which provides farget IPs, policy
template, credenticls ond schedule
selection. Schedules caon be daily, weekly,
monthly, dependent on other scans or

|There is olso o Biockout window fealure
iwhich will prevent scan lounches of specific|
times. Additionally, IPs can be blackisted so
they are never scanned.

The defoult standord policy that would be
obtained from using default policy vailues
Iprovides anideal starfing scan policy fo scan|
o production environment. It is also possible
to fully tailor scon policies to meet the
ispecihic requremenis of the scan. |

TGN resurTs Oer GeToREa INTOMANon on The |
itop discovered wuinerabilifies. and lisls thel
offected hosls fracked within the Tenable
product. Resulis also provide links that detail
|1he steps to mitigate the risk of I
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MMIM_

Imll’m&w

the vulnerabiifies, including resources from|
CVE, BID, ond vendor knowledgebose
lorficles. where coolicable. Additionallv. thel

¢d results indicate if the vulnerability i
exploitable and by which exploit platform.
[vuinercoilies detected by Tencble will
nclude any aopplicable CVE references)
Vulnerabilities can be filtered and searched
based on the CVE.

of the wvulnerobility monogement

ibe in delail how to moke the resuijml reporfs can be run in several different

These are scheduled. on demand.

javaugoie 10 the relevant teamiatfached to an alert Aand ne nart Af #n2d
r'esponsfble for support and mcﬁntemnce.|sconning process. These repords can bel

jaIsMDUTEC TO ena users via email, reportingl
sites such as SharePoint, and exported via the:
APIL.

B3

S

[production?

What options would you recomménd loAn am‘r;nﬁcoted scan ogairst the server!
configure when scanning @ new Windowscould be used to reveal any missing paiches

erver 2012 R2 server that has just beenjor other vuinerabilities, Furthermore, an audit
L:ieployed. and is cbout to go intolcan be affached to the scan. which wes el

[report on the server's compliance to a set of
technical controls. Tenable provide qudits for
InQusTry sfandard best praclice quidelines.|

recommended vendor setfings. |

nmeoudtsccnbeednearoﬁfboj
requirements or created 1o match
icustomer's bespoke recuiremente |

Measunng potch and complionce lev
Ibeforerdlhgmumeserverloproducﬁan

/ Quesfion

lnmnnmw

Y/
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ch individual target.
When opfions would you recomme«:JJ:u—Te.sc should be used to scam

when conliguring @ web application scanSharePoint front end server in the manned
for an extemally facing web server
{hosted on a SharePoint front end serv
that contains personal information?

wil mitigate ony new threals being]

prrugucea 10 e envirenment, i

Note that Tenable solutions perform|
Mnieligent” scans, mecning one scarl
lempiote can be opplied to any system,
regardiess of platform, OS, device type. Thel
[scans will only apply tests that are relevant td

ibed in response B3

Tenable.io Web Application Security (WAS})
should be used fo scen the web applicotion
jon e server. Tenableio WAS offerd
significant improvements over the existing
Web Application Tests policy

femplate provided by the Nessus scanner.
which is incompatible with modem web)
lopplicatfions that rely on Javascrnt and arel
Ibuilt on HTMI S I

Tenableio WAS provides comprehe
vulnerabdity scanning for modem we
applications. Accurate vulnero
coverage minimizes false positives and f
neaatives ancamrmina thed camiwibe
lunderstand the true securily risks in their wet)
opplications. The product offers safe ext
nning that ensures production
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Requirement / Quesiion

Ibambﬁonltodlicdlm

web applicalions are not disnnted or
delayed, including those built using HTMLS
and AJAX frameworks.

Tenable WAS cliows site overview scans,
which do not require authenfication. These
help fo get a general understanding of the
conlent reviewed in the full scan. Site
overview scans also attempt to potentially
requred quthentficofion. incudina loainl
[forms and HITP muithenfiratinn  Slendae]
lweb application scans perform o series ofl
[TesTs agoInst Ihe site 10 Iook for OWASP Topl
10 vuinerabilities.

p— — — —

BS

As availcbility of web services ore
critically important, how would you
recommend the bolance between
lavailability and securily is maintcined?

Tenableio Web Applicafion Scanning is a
Dynamic Application Security Testing tool,
and does not scan code. Best practices
would be o use a SAST tool very ecrly on in
[fhe SDLC in addifion fo a DAST taal Iater inl
the SDLC, before pushing any application
info production.

The Tenableio cloud service strives to
provide a 99.95% or better upfime. and have
Idelivered 100 unfima an the maindhs ~F
[services. Tenoble.io makes extensive use of]
e Awd planorm ond other leadingl
[ftechnoloqies to ensure that our cudamerel
expenence the best possible service and
overall quaiity.

(aTal
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‘i |laquhmenl / Question 'Duabﬁon / Technical Response
Bé When performing a data Aclual scan performance will be dependent]
inerability assessment, what & thelon numerous foctors ond dependent on|
erhead to both the gpplication ocal varigble, such as the tvoe of database |
| |[datobase servers? jif credentials are used, efc. ,

techniques fo improve overall scanning
| jpenormaonce. In - addition, Tenable.sc
| Iprovides multinle confiairatinn ontinns in
order to throtile scan performance and
minimise impoact fo the network and
I lendpoints, These confiaurations include |
number of hosts that are tested ot ony one

A A s e s el Mes b .

| l renobrre.sc has a number of self-funing
l
1

I | [cnecks pernormed on each host atanyone |
fime. Furthermore Tenablesc supports
different scanning methodologies that also
reduce any possible impact.

B7 Describe the different types of datobaselTencble Products can audit databases for
ssessmenls that can be performed, ondisecurity and  configurations setfings,
the benefils of each one. discovery supnartina manv camman Andl
, uncommon J3rd porly opplicctions ond

databagses. We support credentialk for

l | fDOfﬂbos&t (D82, informix/DRDA, SQL Server, l

| ] IMySQL. Oracle, PostgreSQL and MongoDs}, |

ADSI, IBM iSeries, RHEV, PAN-OS, VMwar
AP AP1, and X.509).




e
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et e

"

Describe how

rJSQfS.

fo ensure secure
uthenfication is used, for both DBAs and|outhenticoled methods  for performing

’Yenable,sc provides the  following

lcredenﬁded scans and configuration aucl'rts:]

IWindows Operating Systems I
|- CvinerAre Vew it [

- Kerberos |

- Password
Thycotic Secret Server

| SSH Authentication for unix, network device]
|ana oIner systems: - Certiicate I

. CvberArk Vouilt |
I

L ¥ arkharae

|- Public Key |
l- Thycofic Secret Server '

Dotabeses: l

_ Adimrasadih €

|- LBZ |
- Informix/DRDA I
Y. I
|" wroce |

- PostgreSQL !

[Tenoble.sc has intearated with leadinal
|credenﬁol management providers, I

CyberARK and Thycofic. o enable seamiess
euthentication for scanned hosts, ensuring

101
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lleqdmm‘nlfﬂm

Description / Technical Response

— — — —

oplimal scan coveroge whie making if|
simpeer 1or users to configure. Managed|
credentiols are added to scans identically 1
a standord remote credenfial and

cumrenlly available for Windows
louthenfication. |

|witn airect access to the torget operatinal
Isvstem. the soltfinn hese the ahility tn nodaeen
checks not possible through @ credenﬁmc:‘
scan, not fimited to but including

[following: I

- Exact palch state of the operatina

system and installed software

- Audit of all configuration seftings

- Cumrent open ports through netstat

- Runnina malware checks |
Threat comrelation against the host's 1P

address (if public)

-Thveal  comelation of then presenfl
communication via netstaf resulis

The critical databaoses that are currently
assessed are Orocle. One of th
opplications is  cumenlly  bei
eveloped onto a Net 4.7 platf
with a M3 SQL 2014 DBMS. Describe

impac! of this chanae to the vuinerahiindRERPOMING may need to be adjusted to make
fmcmgemem scan, report and hcensmgl:'e

This should have litle impoct on the scan
ilself. The new credentials would need to be
added and then the some scan settings can
be used, as described in B3.

the new dafabase 5 included in the
porf scone.

1N
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# W! Quesfion Descripfion / Technical Response
There would be no impact on licensing
B10 What oplions would vou recommend tnlAn authenlicaled «=an Anminc tha cand

|ond is about to go into production? can

lcan

configure when scanning o new AlX orjcould be used to reveal any missing patches
Linux server that has just been deployed.lor ofher vuinerabilities. Furthermore. an audit

be atteched fo the scan, which would

report on the server's compliance to a set o
technical conirols. Tenable provide audits fi
industry standard best practlice guidelines,
such as CIS, DISA STIG, NIST SCAP, as well
recommended vendor settings. These audi

be ediled to fit local reauirements. or

created to match a customer's bespok
irements.

Meaosuring paitch and compliance lewv:
before rolling out the server to production wi

I Imitiqate any new threats beina infroduced tal

| the Anvitnnmeant I

I INote that Tenahle snhifinne nadaml

l’lnteigenf" scans, mecning one scan
tempiate can be opplied to any system,
I regardiess of piatform. OS. device tvoe Thel

cans will only apply tests that ore relevant to
);ochhdvbud torget.
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11

T

What opfions would you recommend 'JTermblescmnbeusedto oudit

configure when sconning an exsfingle, . ¢ The ExremeXOS oudit includes
Bxireme Networks S8 core switch thathas | . . . the password policy, ba

fust been updoted with the lot configuration, inoctivity fimeout mﬁ
availcble firmware, to confirm that logging & audit setfings, insecure services,
device has been securely configured device license information, and SNMP

per standard operating procedures. seHings.

Bi12

The Cily of Cope Town is required to|Managing Governance, Risk Management,
ensure complicnce with relevant securityland Complicnce (GRC} arows more
Istandords to ensure confidentiglitv.lcomolex with each newlv develoned wnt ol
infegrity ond availability of information.regulations or stondards Tenable.sc has
Against what standards will the proposed ability to monitor configuration complia
[vuneraoary managemen! solufion belwith a variety of stondards includina CIS. I

able to ossess the Cily's ICT environment
ogainst? Describe in detall how this willl I A TO assess the City's ICT environmen

security posture when gudited. whe dashboord shows the security manager

lextemaliv ar internaliv [fummary OT complance checks secuniy
l Iposture when audifed. sunporded hd

I ,Tencblesc‘ ,

Using Tencble's products to perf
[ ‘vdnerobﬁly scans and compliance audi
| |QuOwW Users 10 oDIaIN all oF necessary data inl
I la sinale instance. If vou know haw a carver id

AN VI, TR R PUIUIIT, UG WIRJS
vulnergbiliies ore present, you co
I /determine measures fo mitiaate risk. At o
higher level, if you aggregate this data fora
entire network or asset class, you can anal
Bt | = SR el

1A
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| -

rity and mkgmdynsdomoud*
ondnetwaknmgetstospolhendshno
| ~mmnliant svstems and adjust conlrols to fi
these on ¢ larger scale.

Tenablesc’s varous complonce
standords based  configuration audi
templates include, but not limited to: C
~eanirale. CERT recommendations, CIS bes
practice guides, DISA STIGs, GLBA guigeines
HIPAA profiles, NIST SCAP and FDCC content
SO 27002/17799 Security Standards, NSA
memntice mides. ML codes of proctice
PCIDSS configuration ond hardeni

Performing a complionce oudit scan is no
the some as performing ¢ vulnerabiity scon
olthough there con be some overiap.
complionce audit determines if a system i
lconfigured in occordonce  win
estabiished policy. A vulnerability
determines if the system is open fo

I sinerabiities. Qraanizahons Can Cepiuy wing
customize oudit fles fo meet Iheir 1oC
secuity policy. Once ihe oudit file i
~rtomized. the file con be used wit
Tencblesc 10 monage and QuTomare rrT

configuration compliance pProcess.
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B13

Provide examples of reporls which"!enable.sc offers over 400 tempiates and the,

ighlight detected vulnerabilifies. Also,|list keeps growing, all of which cre aveilabie]
nciude how these reporls providelout of the box at no addifional chorge.)
relevant information 1o remediate or work Templates can be customized in addition o

around detected vulnerabiities.
1

providing a flexible tempilate library for new|
loand customized template versions. Nearlv alll
reports provide an execufive summary then
jpages with detai.  Tencble’s remediation|
freport provides detgiled information on thel
lloo discovered vulnerabilifies. and licke thal
affected hosts traocked within Tenable . sc. This|
report also contains steps to mitigate the risk
lof the vulnerabilities. includina resources fromil
‘CVE, BID, and vendor knowledge
articles. Additionally, this report indico::j
["e vuinerability is expiloitable and by whichl
platform. The report includes|
live summary, active wvuinerability
remediation pion, passive vulnerabdity|
Iremediation plan. and a comnliance chaald
remediation plon, Approved users ¢can run
remedigfion scans fo verify vulnerabilities|
[hove been adaressed comectly. An examplel
of this repot con be viewed at:
hitps://www.tenable.com/sc-report-
rempigtes/remedicton-instructions-report- |
[by-wlnerobiity
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14 Describe in detal how the console or

Scans are automated and complefed on o

no! been accepied, which have been
present for more than three months, inl
onlrovention of policy.

system may be configured to detect andiregulor bosis. Tenable discovers, assesses,
escalate any vuinerabilities, which haveland reports on cerlificates being ulifized o

host syslems as ¢ component of the sco
process. This is accomplished by utiizing

or several of the pluains that are associat
with Certificate discovery and assessment
These plugins report on validity, oging. cyp
strength, as well gs additional items.

|lencbie supports secure shell (ssh) with Ihel
lability to escalate privileaes for vulnerabilitv

ons ond configurafion oudits on Uni
o "

Tenable also provides a manual workflow 1o
accept or recast risk of wvulnerabiitics)
[Tenable can define excenfions id
vulnerabiiies that cannot be fixed. This is
done through the "Accept Risk" button)
IAccephng a nsk means that the vulnerabilit
will not be reporfed. A comment field i
available fo document why the risk is bei

accepled. Accepfing a risk con be done f

a single IP address, g group of assels, or g
assels, Accepling o rnsk con be do

permanently, or an expiry date can be set

IThe acceptance. affer which the viinarnhilihd
will cppear in reports agein. Al accepted riaj
con be reviewed for Quditing purposes
[Tenable con define exceotions for iust o
[particulor 1P oddress, an asset group, ]
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[Requirement / Question lbmblon / Technical Response

Iorforol assetls. Tenable can also provide an)|
| lexpiry date for accepted vulnerabiities, aff
which fime the vuinercbility will show in thel
reports again. All occepted risks have ¢
comment field to state the reoson for thel
I lexception. When a risk has heen accontad |

| Bha cadnaemiBli nn lanmas shous 6 sl

QUSNIDOAITs OF FIePOITS.

B15

Describe in detail how the system moy be{lenablesc  asset  dlossficafion  enables|
configured to provide detailed technicailsystems to be tagged as belonging 1o
reports for adminisirators, depoﬂmnIchusfomer-deﬁned groups e.g. the infemal

reports per department for managers to
ensure  relevant ond  opplicablel

network, external network and DM7 assets

management  reporing 1o ensurel_ . ail be togged os port of the Network

2::::::::: :‘;’Jﬂh’d. ::ynd over'v:ew for " group, or MySQL, i r:j
el Oracle assets con be tagged os port of

] ['Databases™ group. I

junce gennea me asset tagging con bel
lused throuahout Tenablescs interface ford
use in analysis, reporling, alerti
dashboarding. user profie icti
Iscanning, ticketing. risk recastina and mare |

| | Unce asser ragging has been defined. al
user's role can ailso be configured to restrict!
(m&r view of the data and scanning scope,
I |eQia repository  access. literable  assets)
scanning credenticls, queries and scan
policies, efc.
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# Iw.f Quesfion

B1és |How would the vuinerability
management system integrate with the
existing McAfee SIEM solution

i I

I |

i |

i |

| I

| ]

L

There are fwo ways we work with SIEMs. First,
Tenoble's products send vic the export of]
syslog files via alert workfiow process. For

INERC CIP, actlions and acfivities within thel
Tenable tool will be logged and then can be
monitored by your SIEM.

Second, we can integrate with SIEMs via our
RESTful API. It is published and offered at no|
[oaditional fees. RESTiul APls are forl
developers who want to integrate Tenable's
products with other standolone or web
applications, and administrators who want to
Iscript  inferoctions with the Tenahlel
|nmogement console. We have pre-built |

fsusm infegrations with IBM Tivol Endpoint |
IManaaer. IBM's Qradar SIFM and Snliink ]

|Tengblesc s able to send data out tal
McAfee ePO vic a pre-built integration, so
thet these solutions can use the vunerabiirv’
|aara 10 comrelate with SIEM events or antivirus|

tevenfs- B J
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Expiain in detfail the end to end support|Attached with this response is deloiledl

model from the reseller o the vendor,/document depicting our technical support

ensuring that the City has the necessory|plans. In summary:

ocal support fo ensure complionce with
SLA os attcched fo the tender

document.

Advanced Technical Support is avaiable ot
no fee to our subscription customers using our
enterprise products. Our Support Plan has an
cggressive Response Time Objeclive

Scheduvile E: Dgia Loss Prevention
Background and Requirements

The City of Cape Town intends to implement o Data Loss Prevention (DLP) solution
0s o new inifiative in line with the POPI Act (POPIA) to address unintentional or
intentional disclosure of confidential data, personal information and intellectual
property.

The proposed DLP solution should be an enterprise content aware solution that
covers all endpaoints such as servers, desktops, laptops and mobile devices, as well
the web and emai goteways. The DLP solution should also integrate with cloud
hosted environments, outside of the Cily's confrol, such as Gmai, Dropbox,
Google Drive, Skydrive, Office345, efc.

INe SOMoN MUST asc provice a centrglised manogement console [or moniloring
and management across the various environments.

Given the cbove, the proposed DLP solution shall have the following minimum

features:

a) Identify confidential data, personal information and intellectual property.

b} Idenfify dota leakage of confidential dala, personal information and
intedlectual property

¢) Prolect confidential dala, personal information and inteliectual property by
enforcing security controls

d] Include both on premise and Cloud environments

¢] In the case of ¢ polential infingement, the solution must allow the users line
manoger to authorise the relecse of an emai containing potential sensitive
information, without referral to the City's IT Security team, but with the
necessary oudit frails to ensure accountability

f}  Monitor user aclions to understand the risk involved
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g} FEose of use for users

The enterprise DLP solufion is required fo inlegrate into the existing ICT
infrastructure:

*  Microsoft Active Directory

- Bdreme Networks Sé & 8 swilches

+  Citix ADC reverse proxy

= Microsoft Systems Centre Operations Manager

» plSense proxy servers

+«  Trend Micro anli-malware

= Trend Micro Deep Discovery Anolyser

« Trend Micro Deep Discovery Email Inspector

« Trend Micro Deep Discovery Web Inspector

*  Microsoft iIntemet Information Services weh corvere
*  Apache web servers

= Windows 2012 R2 Server

*  Windows 10 xé4 Professional ond Enterprise

«  SUSE Linux

= VPN-Fglo Alto

- Tenable SC Vuinerability Mancger

* Orocle databases

+ SAP HANA databaoses

« SQL databases

*  MySQIl dalabases

«  ManoDB8 dotabases

*  Extreme Networks Wireless Conirollers

* Trend Micro Hosted Email Services Cloud

Funcfional Quesfions

In the following table, please respond fo each ilem. Please compleie the
“Descripiion / Technical Response” column for each item that is included. This
section is o technical response section and must be responded in full. An
exlroction of these question will be repeated as evaluation questions in
“Evaluation™ section 4.5 where the scoring criteric will be provided. It is highly
recommended you review the scoring criteria in detail, prior fo providing the
necessary detailed technical response.
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Descripfion / Technical Response

Forcepoint DLP, as menfioned obove, is
contolled via the DLP Manager Server, which

ceniralized policy in a complex and distributed
working environment.

IDLP capabilities is divided into two cateaoriesi
Pamilmtan: Camnlinnsa Astn AnA Coctamad
|cusfom data. In the below subsections not fhur|
ithese conirol points will focus on both Requiatoryl
;Con'nplionce as well as Custom dala. ]

jLUata ar Rest: |

Dala ot Rest Fingerprinling has two tasks: a) leam
what Customer’s custom dota looks like by means)
lot hash fingerprinting. Secondly scanning I
{Forcepoint calls this “Crawling”) dotobases and
File Shares to finds sensifive data (Reg Compliance
jor Customer). |

Forcepoint Endpoint has the abiity to look |
both Custom as well as
IRequlatory Complionce data too on its local HDD!

where itis installed onto. J

jLasily, The DLF Cloud Applications module will
scan data at rest inside Office345 using the some!
Customer and Regulatory data fingerprints too.

rlhe Crawier server has an in-built Optical
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Description / Technical Response

’Charoclef Recognifion [OCR} service to scan
images ot rest for sensifive data. This OCR
copobility can be performed on Ale Stores,

— e
e - A

{' A

\ .

“. F )

/ N

[Forcepoint Profectors ore Linux-based systems|
MaT will monitor HI P, HIIFS®, SMIP, FTIP and IM|
channels for data leaks in the network

(movemenls between systems on LANs\WANs).
LU FIOISCIONS WHl FepoIT INfo e ULF Manager. |
[and Monitor/Block as required. I

it the City of Cape Town (CoCT) is using MS
|[ACTIVedSYNC, Then the DLP Protector con be used|
there too fo monitor this channel. it will be installed
inline info the AcliveSync fraffic stream. In this

fup the DLP Protector is now called a DLP

[Mobile Agent. I

DLP Crawler can also be an OCR Service, A
R Server can be affached onto o DLP
|Pmtecior o monitor doto leakage within images |
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# Technical Requirements / Quesfions

Duuﬂonﬁo&nied!upom

sent across the nelwork and instruct the DLP
protector to block based on its analysis.

\
@

-
9.
©e €
* J |

The Forcepoint Endpoint Agent can be installed
onto Windows and Mac Computers. The DLP
Endpoint Agent can perform block, monitor, and
pop-up message actlions for data leak channels
that it looks after. In addition to this it con encrypt
sensitive data that move sot the Extemal HOD/USB

~

1500-&

Things such as the Clipboard is monilored for
copy/paste actions. Also, plug-ins into Browsers
jeng Outlook is there fo monitar traffic an thasal
applications. The DIP Endpoint Agent will act
lupon DLP Polices wall the time, imespective if it is
[on. or oft of the network. |
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Descriplion / Technical Response

r-\

A:n-n- ‘rﬁr

ng ’Hﬂ{f!
= 6
IDLP Cloud Applicafions module: |

|A note about this: as discussed above DLP Cloud
[Gpps exrenas dalg controls into the Cloud, Now|
/downloads can be monitored and reported

n. DIP Cloud Applications also can unshare
itive dala that has been shared extemally,
[nternaily, or both, I
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# | Technical Requirements / Questions

Descripfion / Technical Response

solution

work.

Describe in detai the copacity planning
involved in order 1o ensure o scalable and
bile working solufion. Please include all
infrastructure required fo moke the DLP
any
dependencies and inlegration required.

Highlight

One Forcepoint DLP Manoger will confrol the
whole DLP Infrosiructure. Server specs for the
iwhole Forcepoint DLP ecosysiem can be found!
here. DLP copocity depends on each Customer
and their flows. For most port g boseline can be
iput forward to stort off the DLP deployment. and!
lwe con scale more and maore servers ac the City|

journey.

Note: The DLP Supplementary Sever os per the
server specification link in the paragroph above)
is the same sever used for DLP Crawling, DLP
[Endpoint Server, and OCR Server capabilities.

The DLP Crawlers can scon approx. 240C8/day
and this is ¢ boseline to decide how many DLP
Crawlers would be required in order to scan the
required DBs and File Storage areas that CoCT
|possess. In addition, DLP Crawlers should aiwavs!
be placed cs close to their data stores os possible
to speed up scanning of the file server/database.
DLP Endpoint Servers are the middieman between
the DLP Endpoint Agents (deployed to the CoCT
Userbase) ond the Forcepoint DLP Manager|
server, The sofl-imit rule is fo connect a large
Iamounr ol DLF Endpoint
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Technical Requirements / Questions

Descripiion / Technicol Response —l

lAgents fo one DLP Endpoint Server. So reaional DLP
Endpoint Servers should be ploced in large remote sit
The soft-imit ratio of DLP Endpoint Servers fo i
Agents & 5,000 Endpoints o one Endpoint Server.
Backup DLP Endpoint Server con be g remole server |
where the User works from, and this can be architect
as required.

Email Channel: As menfioned above the DLP Protector
jcon be ploced inline it MTA mode to nspect email|
fleaving the organisation. MX costing or a Network Load|
|Baolancer [NLB] can be used to lood balance betweenl|
IDLP Protectors. As SMIP traffic increased. DI P Protectord
Iservers can be added o the crrav ta caunter this OCR|
can be attached to the DLP Protectorsin a 1:1
rofio. Requirements will have fo be spec'ed after
technical sessions ore conducted with CoCT.

HTTP/HTIPS/FTPIM Channel: Any CoCT device that can
monitor these channels can use the DLP Protectorn
assuming /CAF copabiity s in possible from thaof
|service. HIIPS rofic can abso be interrogated from thel
|DLP Prolecior as long and the third- party system carl
perform HITPS decryplion/inspection. Network L
IBohrmMBlcmbeumdfobudbdmeebe_

[DLP Protectors in this state. As the servers require,

DLP Protectors can scale as required. OCR Servers ¢

o rrlirar-bserd A Hhes D P Predacteouc

| I
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Technical Requirements / Qunlom

Descripfion / Technical Response

fc 1:1 rafio. Requirements will have to be spe-cecJ
|oﬂef technical sessions ore conducted with CoCT.|

IDLP Endpoint Agent: a DLP Endpoint Agent will |
lbe installed onto each Windows and Mac |

]
|DLP Analytic Engine Server: The DLP Anclviics

Engine Server is used to monitor the logs comi
info the DILP Manager ond the show an Inciden
Risk Ranking per User who has DLP incidents on |
Isystemn. One DLP Analvlic Encine Server nerd
I

lHaniAvrnant ic ram srec

POL derver: Ine Forcepoint DLP System users SQI
as ils dolgbase as required. Forcepoin
ecommends a SOL Server with o storage area o

|4 ARID 10 SIQIT OIT WITT. i

Fle sloroge: The Forcepoint DLP incidents are!

ored onto ¢ SAMBA file share of your choice. The
[amount of storocge depends on the amount of DI P
incidents generated and caught by the system.
Forcepoint recommends a 3Tb storage areo fo|

[SFOTT OTT WITN. I

! —— ]
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Descripfion / Technical Response

|
A
|
a

E4

I |

|Docs the DLP offering provide the
capability to monitor social media, wWeb
and cloud storage interactions? I yes,
provide details of these copabiifies.

The Forcepoint Endpoint has @ support matrix of
|Operanng Systems and can be viewed here. {

[The DLP Endpoint Agent can Monitor, Block and
[Connm across all these data channels below *In
oddifion fo the three cbove mentioned actio
the DLP Endpoint Agent can encrypt on the US

|juescnoe The endpomnt operafing systemscrannel 1oo: I
lsupponea and the capabilities of each. | Endpoint Chanrels |

( BT Ferm® v I

| wrTPMTTRS: Parrint » |

The Forcepoint DLP system hos ogents set 01:4
locross the CoCT ecosysiem in order to monitor forl
DLP threats. The DLP Profectors mentioned cbowv
can integrate with the Web system vig |
capabilities, This is especially useful if the third
porty can provide for HITPS Inspection
Decryption. In this case HTTPS #roffic can
inspected by Forcepoint DLP Protectors as well

Therefore, any cloud storage transactions tha
can be monitarad Bv the NP Pratactore wall <k

||ml 1A b M AT |

DLP Cloud Apps is ¢ copobility fo extend DL
conlrols into the Cloud space and monitor the i
of Office3é5 (SharePoint online and
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Technical Requirements / Questions Descripion / Technical Response

Please explain how the proposed DLP
solufion will safeguard confidenticl daﬂ*
and ensure compliance across the
*diﬂeren! environments,

OneDrive), G-Suite, Salesforce, Box, Dropbox for
[Business as well as ServiceNow, In this case any |
Up/Download actions will be monitored. In
addifion fo this DLP Cloud Apps will remove
sharing if dota is shared extemnally, inftemally. or

lLastty recall that DLP Cloud Apps can scen for
idata ot rest on the & above-mentioned

|cppiom‘ion.
As menfioned in E1 above Forcepoint has

pability to monitor Data at Rest, In Motion,
fin Use. Having Forcepoint connected with Aaents
lin channels such as Fmail Wah and Fadnnaind
offered "eyes” at crfical ploces within the)
organisafion. Having Forcepoint's ceniral
management system means that all these
Agents can feed back o a central conirol point,
This proved uniformity across the DLP ecosystem
becouse configuration, logging, as well as DLP
incidents all come back to that ceniral point. In
this way you provide for compliancy across the!
different environments (channels) of dala legks.

120
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| [With one place to control the action f
(Block/Monitor/Confirm) ocross the multiple dato
leak chonnels maokes it simply ond ecsier to

I jmanage... |

Eé

| lof lime should ako be considered. Forenciel

i |
Dip DIP: Dotc theft where confidential
information is exported in low volumes per request
(arips) to avoid detection over a defined period

reporting that shows what data was blocked by,
Highlight the differenfiafing|data-theft defences from leaving on orgonizafion,
horocterisfics ond features thaticompletes the picture.
distinguish your product from other DLP| integrafion with Data Labelling solufions:
solutions. Forcepoint can integrote with Microsoft AP, TITUS
as well as Boldon James of no exira licensing cost.
is infegration now gives the CoCT the obility fo
have Forcepoint DLP comrect data labels labelled
incomected whenever the DLP

[Endpoint; g} performs a Dala at Rest scan on the |
i i
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Description / Technical Response "}

— — — e —

Endpoint Agent, and b}wr\enUsersmomdota|
lacross the Endpoint, I

'OCR copabilifies: As menfioned in E1 and E2)
lobove the obility for our product fo use OCR fol
Ifind Imanes when neformina scnns of NData At
Dact mnnd vall as Paba S Mdallan affae el
|ocldiliond lover of protection of sensitive datao. |
[This included Office Documents and PDFs. I

[Forcepoint has the largest library compromising of|
PreciseiD fingerprinting and Machine Leaming to
protect sensitive data. Flexible policy framework
10 acaaress Cusiomer Use Cases. Policy!
IMonagement: One Manaaement station ial
conirol Date ot Rest Discovery, Data in Mofion,
Data in Use as well as exiension into Cloud for
IData in motion and dala ot rest capabilifies. As!
your data moves lo the cloud so does the DIP
policy with it. Cusiomers who enjoy our DLP Suite
as well as CASB Securily Suile will have the
uitimate DLP contfrols, where data moving in the)
CASB system will be blocked in Real-time,

E7

ibe in detcil the featuwres ond
configurafion options for the centralized
(single}] management comsole across
ienvironments

As mentioned on El the Forcepoint DLP system will
offer Dota at Rest, Data in Motion, as well as Data

fin Use copabilities, This helps to control the dotain

sirglegic localions within  your electronic
ecosystem.

Forcepoint DLP offers a myriad of copabilities to
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Description / Technical Response

best understand what sensifive dota may look like
to you as our Customer:

i L e
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|with one pioce to confrol the oclion I
I(Block{MoriTodConﬁ'm) across the multiple dato |
i
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Description / Technical Response

k channels maoke it smply and easier to

wrifing the DLP ruleset following the Who | Whot
| Where | How -> Acfion methodology:

[secause all The DILP Agents dotted across vour!
kDLP manager will push our new configuration

'where required...and get reports back from these
|Agentls gs sensifive data passes throuah them. |

This screen above shows some of the

componenis/Agents that can be registered to the
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Technical Requirements / Quesfions ] Descriplion / Technical Response

|l. "Forcepoint DLP Server™: The DLP manager
itself.
2. “Forcepoint DIP Server on ENDPOINT-|
VER": Example of a Server used ¢s an Endpoint
erver fo a set of DLP Endpoint Agents. The DLP
[endpoint Agents are configured to speak with thel
Endpoint Server who in tum will speak with the DLP
Manager Server. Spin as many as is required for
[your deployment sitategy. ‘Deep lechnical
design will need to take place to determine thel
requirement here*,
3. "Forcepoint DIP Server on OCR-SERVER™:
[Exaompie of o Server used for Crawlina and/or!
OCR capacbilities. Spin as many as is required for
your deployment sirategy.
[TDeep rechnicol design will need to take place fol

Idetermine the reauirement here* |
4. "Protector on protector25587 A DIP)
[protector Server. Used for SMIP, HTTP, HTTPS, FIP,
M and ActiveSync communication insoecton |
I"NAta: tha Arfivatunes NI B Pratartar waill b cmltoas )
IMobile Agent. “Deep technical desgn will need|
[rto take pioce to determine the requirement|
Ihere*. I
5.  ‘*Forcepoint Content Gateway server on|
webwcg.demo.com™ an exomple of o
Forcepoint Web Security (Proxy) Goleway with full
buill-in DLP Engine. *Not part of this DIP RFP
response.” ‘Forcepoint Email Secunty Gatewoy
[server on email-wcq.demo.com”: on examble of!

I~ I
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epoint Email Security Galeway with full built-
in DLP Engine. *Nol part of this DLP RFP response.

thzsc:ibe in detail the features and
configuration oplions for the policy

,eng’ne.

lcomponent responsible for all data analvsis and!

ThePoicyEngjnei-sfheFatcpdei_P

policy enforcement.

INPUT oUTPUT
P:;;.: = Policy Engine ~> Detaiec
1o Arabvre o

The policy engine is responsible for porsing your

lin vour policies. You can have mullinle nalicv

i MODEEe AGENT Servers). l

data and using analytics to compare it to the rules

ines in your Data Security system to manage
high fransaction volumes.

- There is always o policy engine on the DLP

Manager and DLP Protectors (including

- The Policy engine is allow coped to the DLP
Servers offering the following capabilities:

o DLP Crawiing capabilifies

o Fndpoint server canabilities [

o OCR Servers. |
- It you were 10 invest in efther the Forcepoint!

Forcepoint Email Security Gateway then a full
DLP engine (with Policy Engine)

I
|
|
{ Web Security (Proxy) Gateway as well as the
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would reside on these respective platforms

| -The DLP Endpoint Agent hos @ modified version
l of the Policy Engine which allows for

emnllar fantrinnt

I e S, -~~~ =i S G
This shows the makeup of the Policy Engine (PE]I
Package. The PF package is pushed to all DLP!
| nirgsiruCiure that houses the copy of the PE

| Packoge.

E?

i

}Erploin how the DLP solufion su
dynamic application of a policy se»irﬁl information is passed through out system we

|bcsed on the analysis of content.

IOneofForoeoan‘s areatest sirenaths is Drin DIP
reference above in Eé. Imoge seffing up @ DLP
Policy looking for cerfain data - say - POPL. W
jexpect o threshold of- say - 3 piecces of POPI
nformafion per fransaction to move via our
Network DLP systems before we will block it, This
means that g fransaction where 2 or less pieces ofl

Ia not block, nor record i, r

[Forcepoint’s np DLP constantiv looks for data and
records ofl fronsmissions of the daoto leaving vi

monitored DLP Channels imespective of what t:j
|ULF policies stale. I
INcw. Forcepoint DLP will be able to catch o '

L
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person acttempting fo "slipn data out wsing a
means of fransmitfing less than 3 POPIpieces of
|jaata per tfransoction I

[Here is an exemple explanation: |
jin The above exampie we have sel a threshold off
I3 or more entries of POPI data to be nresent in of
lsingle transaction in order fo enforce ablock. |

I1. It a User sends one POPI piece of data
across the Endpoint Email channel, for example
an DLP system allows this...but we start a counter
2. Now, It The same user [(within the confiqured
nmeframe} now attempts to print a second piec
of POPI dala on a printer, the counter counts
pieces of POPI information. The prinfer job

3. Now -when the User now attempts to
o third piece of POPI information via the HIT
[channel, within the same lime period as
lconficured bv the DIP Administratar the coninted
Inow counts three pieces of POPI information
lcaked ocross o set of DLP Channels.
| The DLP channels utiised s not a factor in Drind
DLP, but rather the Content [Dato), Becouse the!
old of 3 was hit within the configured time
[penoa e Users attempt to leak the third piece of
POPI information is stopped...together with on
subsequent data lecks of POPI information withi
[fhe set ime period. ]
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B tod;icdlw/w Description / Technical Response

As mentioned above in E2 the DLP Manager is the
cenfral confrol point for DLP configuration,
Logging os well as DLP incidents. This is g critical
piece of the DLP ecosysiem. The DLP Manager
has a vost set of reporis that can be run by the
i requrea DLF Administrotors. These predefined!
reports can also be duplicated and customised to
fit your requirements. Lastly Roll Based Access
Conftrol (RBAC) can set who moy be allowed
Reporting privieges and who may not.

Explain in detail the monitoring and
E 10¥eporting capabilities within the DLP
solution

}Thc full ronge of reports:

T it vt
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# | Technical Requirements / Questions Description / Technical Response
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Two magjor com;)onen'rs M'nc_h_Forcepon‘t DLP
Ibelieves will help uncover advanced DLP and risk!
| | [technics are the Drb DIP functfion and the DI P

1 | inrirdant Dick Drnlinm anostalit. I

I IDrip DLP was explained in E9 above. Forcepoint!
ibe in delal the detectionlDLP Incident Risk Ranking (IRR): How IRR works:

ET1 of the DLP solufion that will Anclytics Engine is the brain behind the risk based
over and correiate dola pattems?  |data modeliing. It's designed fo deliver a holistic
I I Iview of risk across multinle data lncs channalc andl
|| from of endpoinl. gofeway and cloud|
|l |componenis. IT can be aeplioyed on virtual orl
physical hardware and can even work on ¢ single
data set, such as endpoint or email incidents, The

Analytics Engine is included in all
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IForcepoint DLP licenses free of charge.

Iincident Risk Ranking uses statishcal data
modeling and behavioural baselines fo
cutomafically identify and group incidents into
jcases. Each case 1§ given a nsk score U-10, with

I
110 nosina the hiahest risk 1o vour araanization. I

B isiisicinn

[There 1S a hve-siep process involved in building thel
lIncident Risk Rankinn renart 1

1. Related incidents form an activity chain od
levents and are then automatically aroubed intal
cases.
2. A set of Boyesian data models classifies the
lachvity-e.q.. data thefi-a broken business orocess
or personal communication.
3 The system mointains both organizational
lo_nfi individual behavioural baselncs to def_et;f_ J
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Technical Requirements / Questions

Description / Technical Response

anomalous activity within eacch dolo sel.
|4. A sk score is calculated for each case byl
combining the resulis of the data models with the,
behavioural baseline anclysis.

5. The results are formatted and presented to
the security operafions team in the IRR report.

pr— Sy B e S

> a———

El

How long does a typical installation of|prepared before installation of the DLP ecosystem
ur DLP solution take for this size and/within the CoCT.

Fomplexty organisation?

|A DLP Project is mostly criven by Business. The I
Iportion of the proiect is reasonablv simnle. I

Dependencies will need to be seeped out and

| I
1. These dependencies will include VMware
environmenis in siralegic locations across your
lorganisation. Once that is done then Windows OSI
wil be deployed onfo these virtual hardwore
server ollocations. Alt. option for physical servers
jore giso Tully supported. Here are the sysiem!
Irequiremenits knk. I

e eeee——— B |
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Descripfion / Technical Response

2. Frewal rules fo allow for inter-DLP
Ecosystemn flows will then be allowed.
3. Chonge Control will be factored in io
[comply with CAB requements. |
4. AD Account riaht and the likes wil ha
discussed ond distributed to CoCT personal.

S. SQL Server requirements will be asked.
6. SAN/Storage will be required in order to
house the SQL DB as well as the DLP Incidents (the
forensic DB} onto: 750GB of SQL Storage and 318
jof SAN/SAMBA storaqe or the DILP Forensic DB. |
|Forcepoint deployment stages: |

1. Ine geployment of The DL Manager and
relevant Agents could take two- three weeks 1o
complete.
2. The DLP SMIP Protector amay will be
[prought indine with the Email flow within the CoC1l
*Change Control required®.
3. The HTTP/S, FIP, IM DLP Protector amay will
[DE Drougnt IN1o piay within the I
ICoCT environment *Chanae Control reauired* 4 |
DLP Manger and DLP Protector system will be
brought into Monitor-only mode. Initial DLP basic
nclionclity testing con fake place for 1 week.
DLP Crawler servers will be linked to the DLP
Manoger and respective basic functionality
[testing will start. The festina can confinue foe 1l

l6.  Creation of DLP Endpaint Agent packs wil
|oe aone ang asmputeg toa I
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Description / Technical Response

— — o -

P —— —— —

handful of testing machines. This will be done 1o confim
siability of the DLP Endpoin! Agent across the CoCl
pe#lapﬂmfm builds. Inifiol testing can be done for 1
oo I
7. Dsinbution of the DLP Endpoint Agent will starf]
Ivia CoCT third-party I
Idstribution tool. Timeframe is unknown and dependant!
lon the third-party software nackoae distribution toal. |
8. For a period as required interviews with
Busness Heads will take place so

that they can get an understanding of the DLP project
what can be achieved, and what information

be required from these Business Heads. The type
[information can include: o) what data is important |
them? b) Who within their section(s) will monitor/revi
[ULF Ieaks? ©). WNOT OcTion would they ke done in DLP|
jleckse I
9. A series of testing will commence with '
Busness Secfion as the DLP policies are laid down
tested. Length of fime & all dependant of the dat
Jreceivedﬁunihesec?msmwelosfhempleﬁfy
their NI P racncr v mebee l
10. *Opfional* DLP con be integrated into Boldon
Jomes or Microsof! AIP to bolster the value of the Dot
Labelling project within CoCT,

fin nme the system will malure from a "Monitoronivl
Isyslem to o "Nofify/Prompt™ system to a full "Bloci
syslem (on DLP Policies where Blocking mode i
Lea.irodl,&ﬁmfﬁsﬁmeadimrmuﬂﬂm&am.:
[the DLP Policies as the Userbase J




[#. me;’m l | Descripfion / Technical Response

TENDER 2655/2018/2020

-

has been successfully deployed fo
environments, how many full fime
£ 13|employees are required to optimally

functions?

In your experience once the DLP solufion

cl’tecmicd aspect of the solufion.

support and maintain the system? What
skills are requircd to perform these

|stunea 1o understand this new Business
IProcess/Adoption within the orqgonisction. [

IDuing the DLP Deployment Sioges Skills
[transierred should be done 50 as to bring the FTES
up to speed with fhe lechnology that they will

looking offer.

Two FIEs should be deployed in @ global DLP |
|AGministrator role. These individuais will have ta |
maintain the heglth of the DLP system, perform
‘mﬂﬁmlupgmdes. and ossist with DLP Policy
creation/maintengnce gs required. |

These FTEs should have @ keen understanding of
DLP ond IT. They will be employed into the I
Section/cost centre ond thus managed the)

Then, typecally, eoch Business Head/Section will
have o group of Datla Anglysers fo look after the!
IDLP breaches/fincidents generated within their
respective sections/departments. These personal
lwill not ook at the IT asnact of the swtem bl
rather the DLP Poiies for their respective sechorj
and the DLP incidenis generated by persong
lworking within their Business Sectinn !
These Dala Analysers shouid be frusted perso
within the respective Business Sections. These Dat
[Analysers should also have the comrect I

] |
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clearance levels to view sensifive dola and
personal fracking. This is necessary considering
I [that they will be required fo view each DLP
incident and repori/take action os required.

E 14{Provide signed reference letters from
companies or organisafions with in chufri
Afica where you have provided ;
lorcritecture,  implementation  and !
support services for the proposed solution.
Only official letters will be

jrecognised which have been authorised
[by a deleqoted monoaer. Contacf
details must be provided in order to
perform verification of your solution. It
wouid D€ highly beneficial for thel
Ireference letters to include details of thel
project including relevant techndlogi
Iwhich the City uses. Provide all requir
levidence in Schedule 14: infformation fol
Ibo provided with the fender ]

Schedule H: Cloud Access Service Broker - Background and Requirements

The Cily of Cape Town currently uses a limited number of cloud services to provide
opplication services to the City of Cape Town staff. In general, tenderers may
propose cloud solufions which solve business problems, which comply fo City of
Caope Town architectural standards.

In addition, inline with best practice the Cily of Cape Town pians to adopt a muiti-
cloud strategy for the provision of Infrastructure as a Service: (IAAS) and Software
as a Seevice (SAAS). As part of the cumrent scenario planning, the City has selected
a limited number of additional cloud services. This is not an indication of
commitment, but rather of expioration of future possibilities. These indications are
subject to normal tender processes, which ore yet 1o take place.,

The City seeks to prooctively secure curent ond future Cloud against common
and cloud based risks. Therefore, the Cily seeks a Cloud Access Service Broker
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(CASB) solution to secure City information hosted in Cloud environments, including
IAAS, SAAS and PAAS, which integrates in the current environments. The City's uses
piSense servers for cuthentication and content filtering. and Trend Micro Deep
Discovery Web Inspectors (DDWI) for cyber security controls inciuding maolware.

This iInCludes access by City owned and managed devices, os wel as unmoncged
devices from service providers, partners and private devices owned by staff.

Functiional Quesfions

In the following toble, please respond fo eoch item. Plecse complete the
“Descripfion / Technical Response” column for each item that is included. This
secfion is a technicol response section and must be responded in full. An
extraction of these quesfion will be repeated as evaluation questions in
“Evaluation" section 4.5 where the scoring criteria will be provided. It is highly
recommended you review the scorng criteria in detail, prior fo providing the
necessary detailed technical response.
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Brief Descripfion / Technical Response

H1

how cloud gpplication
oject woukd be conducted lo perform

being used

as-is analysis of cloud opplication usage in
order to delermine the services cumentlyldepending on the business wse casels) ond

Neiskope can provide visibility info enterprise usage
ond laaS through our Risk Insights service. Thi
discovery process can occwr in several ways,

deployment method(s) used. (1} For example, cloud

opp discovery con invoive log based discovery on one-
fime or on- going automated basis, based on firewall,
proxy ond/or SIEM logs. (2} Additionally, cloud
|jappicaton ascovery can be ongoing an ongoing))
[real-fime process when haffic & steered ond inspected
linline fe.g. "data in motion™ usina a Forward and/oxd
Reverse Proxy. When inline, user and app/data fraffic)
can be insnected lor

"discovered”] and ccted upon (alerted, blocked,
quaranfined, encrypled, etc.) on an on-going

bosis vsing policies to set rules and triggers. (3)
Furthermare, eDscovery can also be performed for IT-
managed or sanclioned applicotions {most
commonily, Office 365, Google App Suite, AWS,
MuEesTOICE,  BOX, elc] using APiconnectivity
{Netskope's AP Protection) to gain visibdily of content
[storea in applcations [data at rest) and enforce simiar |
[policies for visibility and confrol, |

Netskope provides a registry of cloud services which |
ncludes a risk ossessment of each service, named the
Netskope Cloud Confidence Index (CCl). The
CClassesses an app's "enterprise reodiness™ based on

critenia ond then assigns it an averall score.
Netskope's CCl fracks over 30,000 cloud services,
|Sacn measwea across Ut cntena such os: I
JProguct copabiiities, legal, cuditing and certifications, |
[ona SLAs. Netskope's CCl olso includes additional |
lpauneimicedcﬂa Emwﬁmcdﬂubiiymﬂ




TENDER 265S5/2019/2020

I l Sk loiherurkib;;;;ounvhenmmmrﬁn}
| | lrlew il candira reraidlar [

Based on these faclors, an algorithm is opplied 1
determine an overal enterprise- reodiness index
app is given a score between 0-100, The scor
[gwes you an ar-g-giance assesmen! of whether anf
[app 1s ready Tor your enterprise, or if you'll need 1o limit]
laccess and permissions to the apb based on ifs ridd
lilevel. Moreover, vou |
n incorporate the CClinto your cloud app
policies within the Netskope Security Cloud
Platform - such as fo restrict certain activities
[wmin the app or imit device types that are

Allruwnd $#a erace e Aane  in o Arcler b sdoccdoeen

— — — — —

,cm opp suvitable for your organizction.

H2 [Descriibe how the CASB offering willln Risk Insights mode: Netskope supports closed
integrate with the City's curent loop remediglion with existing corporate|
WeD goreways ond proxy servers ie.perimefer confrols vio the caoabilitv to createl

Sense proxy servers and Trend Wcropcripts for network equipment, like Blue Coat
Deep Discovery Web Inspector (DDWI) proxies, Palo Alto Firewalls, Websense Proxies, efc.
Servers

When a customer ic in Risks Intiahic masia
(enalytics only, no inline deployment), they have
the ability to select apps, app categornes, apps
based on cloud confidence levels (risk criteria)
and instruct the Netskope platform to generale
script for the customer’s existing perimeter

fRisks Insights processing can occur in several woys;,

[gepending on the business use casefs) andl
[deplovment method(s) used. For examnle it men!

linvdve log Risks Insights on one-fime or ongoing
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l(ln‘ levre

LNote:Hisveryrcrefaa customer to automatic
mpiement policy confrols. Netskope does no
believe that making unottended changes fol
lenforcement policies is a viable nranasition |
Changes to policies, especially policies for securi
solufions, should be reviewed and implen'lentej
by € customer’s security personnel, I
When moving o regl-fime protection modes, the
Nefskope Secuwrity Cloud can become a chi
[fcnaiming) oF SpMT proxy solution (whatever i
Iprefemred). I

(Chaining example: the existing proxy chains fie. |
[Biue Coat proxy-forwards) to the Netskooe I
ity Cloud for full octive real-ime control

nd data securily. Nefskope is able to provide me!
[siue LoaT aamenistrator with an importable list of |
managed CASB applications for forwarding to t
child proxy. Netskope proposes ¢ trusted
for workflow from Risks Insights to active controls.

Spit example: the existing proxy's PAC file,
implemented in explicit mode, is download
jana upaatea with excepfions affer which it'd
Irehosted. The resull is a snlit batwrnn weh (evidind

[FrAy) RS LROUU U (INEISROPE JECUNTY LIoUQ)|

]This integration can provide:

i S |
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. Advance, Enterprse DLP. Organizoti
need accurale, efficient cloud DLP that levera
their exisfing investment, and Netskope
considered the most advanced in this regord. The
most challenging aspect of DLP management J
|[Deing apie 10 enlity the comect signal from alll
Ithe noise of false positives. Nettknne rancsaic thal
noise by employing odvanced capabilities s

as 3.000+ data identifiers, 25+ predefined legal
|ana reguiatrory compliance templates. supoort far
1.000 fie types, custom regex, proximity analysis,
}intemcﬁond supporf, and fingerprinting, and
[frougn The use of context 10 narow detection!
surface area. They make DLP more efficient with
critical workflows fike quarantine and legal hold,
and feature the most elegant integration with on-
|[premises DLP solutions, performina a first noss inl
the cloud and then tunnelling suspecled
violations fo customers' on-premises solution via
|secure ICAP. I
. Surgical visiblity and CONIROL
sanctioned AND unsanctioned cpps. Rather th::]
['UKE OGN OROW O DIOCK™ STonce 10 cloud apps.)]
|[organizgtions need 1o sav “ves" to useful anns. bl
just govemn the access, activities, and data in

nclioned AND unsancfioned apps. Nels

|prowces surgical, or fine-grained, visibility ond|
CONIROL for both snnctinned AND incrmnetinnad

[uypa. RS DUV NSINELS GRS, |
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]Netskope provides full-spectrum govemnc;]
across access, aclivifies, and dolo, including
occess based on device closs, "least priviege”
joomin  occess, and achvilydevel datal
governance. For UNSANCTIONED apps, Netskope |
provides visibility ond confrol at the app,
|[caregory, Or giopaoiy wiin seT4r-once poicies like|
'No sharing outside of the company” or “No
download of Pl fo a mobile device." Netskope
\pmvides these capabilities ocross all apps,
inCiuaing nanve chients on laptops. tablets. and!
smarfphones, ond whether users are on-premises
or remote.

e
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H3 (Which lypes of Cloud services is
posed CASB solution cble fo

. and PAAS. Describe each type
how they are supported

monage. You should consider |AAS, nds of applicafions, as well as the ability fo

When deployed inline, in forward-proxy mode,
Netskope's CloudXD provides supports for!

map custom applications for detection and policy!
enforcement. Netskope can control in real time
jmore Than 2400 cloud gpplications, and that is
one of the capabiilies that differentiat

Nefskope from other CASB providers. Wh:j
deployed inline, in reverse-proxy modeJ
INetskope's CloudXD suopporis more than 40
kanctinned anniicatinne |

[peyona supporting the discovery and protection
lof dota enroute to or from thoirande af e
apps. we qlso enable o-discovery of semhvj
[content leveraging vendor APIs to get visibility int
jusage and data already resident in the servicel
irespective of when it was uploaded or where i
L«:s created. Nelskope's APl Protection
[inventones onad classhes content, content owners)
land collaborators as well ax nravidee Frantant
’:hcu'hg status. You will be able to see if content i
private, being shared intemally, or being s
publicly. Additionally, it enables you to

fles for review, and perform o variety of actio
such os restrict access, revoke sharing, encryp
[content, quarantine content, and place contentl

lon leaal hold. Policias cnn he eat 1in far emacifie]
P

LRM Areurme Af Lieame v sl o comoe Ciwdlams ia .

|selecT nie exposure types to look for action to take
and nofifications to send out when a poli
iggers. Netskope cumently has AP! support for
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——— e e—————
—— — — — — m—

Ithe following applications:

‘- Microsoft Arure
- Google Cloud Platform

. Cisco WebEx Teams |
|e Dronbhaox l

|- Workplace by Facebook I
e GitHub |

|* LOOge unve |
I* Google Team Drive

*  Microsoft Office 365 OneDrive for Business |
[= Microsoft Office 3465 Qutlook.com

- Microsoft Office 365 SharePoint Sites

+  Microsoft Office 365 SharePoint

I
|* Jaiestorce |
= Service Now I
. Slock for Teams

- Slack for Enterprise 1

|Custom Applications |

|nen aepioyed indine, in forward-proxy, |
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|Netskope also allows to add custom applications
via two different mechanisms:

. Netskope’s Universal connector provides
zero-day coverage for new/custom apps in
SaaS/laaS hosted in the public cloud infrastructure
(Ex. AWS, GCP, Azure, Rackspoce, Soffiayer, efc.).
[The universal connector detects data movinal
acflivilies like uplood/download end crea an
application connection so that data protection
jpolcies can be entorc I
. Netskope's Custom connector allows
customers fo caplure the activitie a cusiom cloud
[oppicanon  hosted In @ public  cloud|

infrasfructure. The outout of the cantured
lnctivitine ic A ISOINL fila that e inmndad e Hhal

Netskope piatform and |
jciows the administrator fo map the specific
I ‘cchvﬂm info a custom connector. J

— ———

H4 [Describe in full how fo perform datdYes. Nefskope Risk Insiahts. Reclfime and APl

l
|

iscovery of sensifive dota within

Protecfion modes detect and report on bo

d environment, whether at rest or inlsanclioned and unsanctioned {Shadow IT) cloud

movement

usage in ful confext, whether Nefskope i
|conﬁgmed solely for log-discovery, infine, or borh{

fRisk Insights (Discovery): f
Netskope identifies over 30,000 cloud apps in i
Cloud Confidence Index dalabase.

jcetermine thewr “enlerprise readiness” which
|classifies the riskiness of these cloud applications. |

[Rea nme /inine Protection: Ii

14K
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|Netskom identifies the context ar;d;anfe_r;;l;\;v'
SaaS, locS ond Web transactions in full context
The piatform exposes who, on which machi

{manoged/unmanoged), where (geo and
network location), which app (category. app G

iopp instance) are they using to perform on octivi

Hupioad/download/sharefloain/logout/edit/....} |
in context (share with whom?) using which
content (Dato Security, Sensitivity and potential
[threats]. Nelskope oudits ail These evenls Dy |
ldafault. and is aoble to aoct unon them usina it's |

liniine policy controls. |

Netskope integrates with sanctioned applicafi
using AP! Protection. This integration exposes
laliows conirol over the context of data at-rest)
Innd nllows subserhina to oudit loos nenerated

|1he respective apps. [

|All event data is available in a consolidated event
streom cliowing for easy filtering | investigativ

‘effods. All daia is also exposed via the Nehlooj
|APis to allow exporling | comelaling with 3rd party
|doio and platforms, I

|lenaine to identifv malicious and anomalous

144
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echnical Requirements / Quesiions

}Wbmhlunlhdﬁodlupm

Ibehcviouhonoutomcfedwoy.

HS

to report on ofl deviatfions from defi

. — — — e—— — —

bascline, maiware infections, aleris/threots in the cloud. It leverages a custom rules

d misconfigurations for IAAS, SAAS

land PAAS annlications

|Describe in full the analylics cnpobﬁﬁeJYes. Nefskope combines cloud visibiity and

odvanced analytics to protect against common

ngine, an advanced anomaly delection
Inlatfarm and aranh analvlics In identifv thraate |
[key capabiifies include:
|* tNNONCea I0C>  VISIDMTy Dasea  on
comelated cloud events such as network traffic,

| activity, users, hosts, and more
. Advanced, infuitive visuglization t
laccelerate incident investiactions and enablel
Inroactive hunfina |
- FRexble APl copabiiies to simpify ond
[ouromare response I
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jor cloud occess, behaviours ond
|sensiiive-doto handling by end users is

|1he proposed CASB

li ] ’- C‘o_nhnua:s Security Assessment for Goode]
| I [rlAaisd  Platiarm ~ramnlamentine Nobdenna'd
| I |curenf copabilities for other public cloud
| I lenvironments I
. j =]
[ T — -
- —-
—
-
ST ETTTT
H & |Describe how visibiity and assessment

| |
| |

l ]

148
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& - ) Brief Descripfion / Technical Response
Technicol Requirements / Quesfions
H7 how the CASB solution Yes. The Nefskope Securty Cloud Plafform

provides usage by category e.g. HCM,
chyroll

currently ideniifies and Iracks over
30,000 cloud s$emMICes QaCToss $3 Caiegones,

I

incuciina:

=  App Admin Console

l«  Application Suite

=  Business Inteligence and Datfa Analytics
» Business Process Monogement

= Cloud Bockup

|° Cloud Storoge

| = N WA RS TIN T T

I+ Content Management |
=  Customer Relafionship Mancgement

= Development Tools ‘
l» E-Commerce 100is |
le  Feuration |

Enterprise Resource Planning
- Finance/Accounting

[* FEIP UESK MUY N |

le  1naSPans

l- Identity and Access Monagement
= IT Service/Appicanon Mmancgement
le  Knowledoe Manaaement

|+ Logisfics

|+ Markenng
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* Telecom and Call Centre
«  Web Analyfics
[* weD Design |

Webmail |

linformation on cloud service usage s presented |
anunwnwoysfordﬁerentrolesuminthe
organization i.e. risk summary, forensic summary,
generdiized C level summary etc. Additionally,
INefskope provides "Advaonced Risk Insiahts’ |
copabiities for thousands of apps where we are
able fo provide information on activities such as
ICreate, Delete, Download, Edit. Login Attempt. |
ILogin Failed. Login Successful, Logout, Post,
Share, Upload, View and View All. Activities ore
[norMaouzeda OCross G session and reported on. |

The Netskope Security Cloud Plafform provides
you a powerful, user-friendly reporting engine
that presents detoiled informofion on vour!
compliance, usage, risk level elc. Netskope's
reporting copabiiities give you the ability to view
lore-agehned reporfs or easily create and save |
lvovir own custom renaris |

[Pregenned Reports I
Nefskope provides over 100 predefined
templates that give you the ability to run reports
and are displayed in the following doshboards:

l J

1~
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I- Web Usaoce Summarv_ This dashboard j
|provides high-level information on the top users |
with The mOoSsT Usage, Top visited cartegones, 1op |
ldevices used. ton browsers used. ton blocked |
lusers, top blocked sites, and the most visited |
wWepsiTes Droken GOWn Dy caregory [inciuaing |
idetails on the number of sessions. bvies!
downloaded, bytes uploaded, and total bytes).
. App Uscge Summary. This dashboard
[summarizes the app usage for your company, |
providing defails on how many users are
accessing each app. what the Netskope Cloud
Confidence Index category is for each app [i.c..
lexcellent. hiah. medium. low. poorl. the number |

b\f coccinne Pudne Mrvuniasdad Puadas imlamsad [

|- Risk Exposure Summary. This dashboard
provides you insights in the potential risks that your
compony ond users may be exposed to while
using cloud-resourced apps. |his report provides |
details on the most used categories and opps by
data movement, highest uploads to apps rated
medium or below on Nefskope's Cloud
IConfidence Index, and the top cpps with risky |
latiibitas laich Ae nn O 1 A e 2l
[cetﬁﬁcation. limited fo no encryption, no sewre|
lpossword policies, elc.). |
i log Uscge Summory, This dashboard
presenls a summary of aclivity usage pottems,
rnc:uomg e most useda caregones ond Qpps, |

1c1
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8 systems -
‘echnical Requirementis / Questions

Brief Descripfion / Technical Response

|the top users by session and data movemenit, the
[IOR URIOGCETS QNG QOWTIOQOETS, Qi SESSIONS Qg
ldata movement broken down by Cloud I
’Canﬁdence Index category (i.e.. excellent, high.!
[P, W, P ] I
[* Compliance Report. This dashboord I
Inrovides vou insiahts in the notential risks that vour
company ond users mgoy be exposed fo whi
using cloud applications. Reports include the t
Inon-compliant apps and the users of these apod
Iin use in ferms of PCI and HIPAA. It also inc:!udes‘
ithe top apps with risky attributes, such as nof|
[supporing encryption ot rest, [Imited datad
ownership ond copyright rnghts, no §
certifications. OC‘
|* LIOUQ KISk Assessment dummary.  This
idashboaord provides information reaardina the tool
users, applicotions, and cctegories ranked by
isession, applications, bytes uplocded, or byfes{

. Cloud Risk Assessment « App Category. Thi
dashboard provides information regoarding the
jusers, appicanons, and categones ranked byl
session, gpplicafions, bytes uplocaded, or byt
downloaded. It also provides numerous metrn
regarding the top apps and users broken d

nto common app categores, including: CJouc1
Ltoroge,

Colloboration, CRM, Finance, HR, and Webmai. -!

lClOUd Risk Assessment -Enterprise |




———— — e e—— — — ]

[Readiness. This dashhaard nrewides the ton annd
ronked by users, bytes downloaded, bytes
|uplogoed, ona Sessions. I
. Compromised Credenticls. This

provides the lop apps and app cotegories bei
UTHZEQ DY USers with Compromused creaennals, Qs
iwell as those with Emiled comoliance as it relates
to HIPAA and PCL. It also displays the top octiviti
’being performed by users with com i

|o Lser Anent Summarne This dachbaord |
provides the top 100 applications ranked by fotal

]

il

W"l
|

&
|
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|us|Desc1behowthéCASBdetermdNeiskooemvidescregi':lrvofcloudservicei

-

abiity index or assessment. Incl
ndards assessed against

ich includes a risk assessment of each service
nomed the Netskope Cloud Confidence index
HCCI). The I
|CCI assesses an app's "enterprise readiness” bosed
iOI"I DDCCVe CNICNQ ana men assigns nm an UVCH!
jscore. Nefskope's CClfracks over 30,000 cioud
lservices. each measured across 50+ crilena such
jos: product copobiities, legol, oudiing and
|CSMMCanoNs, aGnNa OJLAS. NEeTskopes LUl aisg
includes cdditional parameters ke doto privacv)
financial stability, and other atfributes to provide
Lé&deg‘ee view of a cloud service provider. (1

IBased on these factors. an alaorithm it annlied tal
determine an overadll enterprse- readiness index
score-each app is given o score between 0-100.
The score gives you on al-g-glance assessment of
whether an opp is ready for your enterprise, or if
you'll need to imit occess ond pemissions to the
|opp based on its nsk level. Moreover, you con|
incorporcte the CCl into your cloud app policies

ithin the Netskope Security Cloud Plotform - such
jas 1o resmct certgin gctivities within the app orl
limit device types that are dlowed o cccess the
app- in order fo declare an app suitable for your
organizafion.

0 nf Cane Trwn ~an Alcn madifu Hha weinklinead
lof these metnics based on your specific tn.:sncssl
[requirements to ensure relevant benchmaorking, as

s compare multiple cloud apps sde-by-si
for further evaluation. Further,
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mm'-
echnical Requirements / Questions

Brief Descripfion / Technical Response

City of Cape Town caon associate "tags” to identify]
apps as sanclioned, unsonctioned, used by
ispecific departments. etc. and then apblv policies!
land Inr ranardina hacsd An thaca tame I

[Netskope also assesses the GDPR- readiness of the|
lcloud services and nrmvides a GDPR readiness
widget fo help you easily identify and report on
lapps that are not GDPR compliant.

The CCI s updated monthly with opp update

am s cmiaae . ala s e .. . 8a . a__= _sas _ __

lopps omong our customers. Netskope customers!
on aiso send feedbock regording the apps
recfly fo us via the service portal (CCl crowd
[sourcing). A nisToncal overview ot each app’s CCl
Itrend and the reason why the score has chanaed|
lin the past is also availcble. |

- _
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|
!P!ease see the exomples of the CCI dafc:basel'

=
2 T — =
|
= ﬁ_
""""" —
* L FEVRE T | FLs = ]
= |- - S
jand adjustable risk weight voiues shown below:
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echnical Requirements / Quesiions

Describe how unknown and risky storogeNefskope does not store any customer end user
of sensitive dota is handied by the data (files or structured data), only metadata

}0 i tlﬂdbmbﬁonﬂedﬂodnm l

HY

I | lflae AnA cnirhrad Anta A rracactad bl
| ] INetskope in memory only |
| I land not pemisted to disk within our piaiform |
lenvironment. The meladata generated and
stored by Netskope con include fields such os
user nome, emol gddress, cloud gpplication
instance, Netskope DLP Profie or rnule friggered,
fle name, source and destinatfion IP address.
activity/action performed, efc., which is used for
l I lour product’s events, alerts. and reporting. In |
general, Nelskope does not encrypt fhis
meladato within our data stores, as the dota
I I NeI0s COPTUrea are NoT TypICaNy CONSICerea oS |
l | ["sensifive” and clso must be searchable and |
‘ reporiable to support the full functionglity and

effectivencess of our services and features,

H10 ibe how the CASB solution willNetskope offers our Directory Importer that
infegrate and leverage the City's onintegrafion with organizations AD or LDAP servic
l Ipremese Active Direclory ito leveraae user. aroun or other attributes!)

Netskope policy engine can leverage AD user ID's
groups or organizafion units (OU) to im:orporati
linto a policy decision. This allows adminisirators ta
Inarrow down the users that are atched from thel

I
|
| |directory service based on generic AD or LDAP
!

[mTer CONSIMUCTS. I
etskope also supports SCIM, the System for Cross
omain Identity Management which allows
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H 11 |Describe how occess control may
I [adopted due fo the location. fime of
doy. device type: managed or
unmancged

/to be provisioned fo Netskope. You can configure

|Azure AD to folk fo Netskope using SCIM and push
|user information that can be used to build poic-es{

Uil ITRAN IS,

Netskope has device classificafion capabilii
Iwhich locks when the occcess to a cloud
application is from a corporate device running
Netskope Client
[’he endpoint con be evaluated using @ number off
iteria. A corporcte (managed) device can
identified by monitoring the Encrypfion Status
Regisiry Setting, AV existence(Process), File
|Active Directory Domain on the device. OPSWAT)
INetskope also supports detecting the presence o
fan installed client certificate as o 1
to validate the endpoint is  managed osset
Devices malching/passing these classificoti
hecks are considered as managed. Admins ca
cregte gronular policies which  differenti
|belwwn managed and unmanaged devices. |

The Netskope policy engine provides gronulor
Ipolicy definition fo determine aporopricte access
that can be based access method, geolocation,
OuU. Group, user, device, location, end user, app,
[app InsTance. category. cloud confidence level,l
DLP, data classification, gctivities, device, OS,

Ibrmaancﬁvecientandﬂcobiediype.
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H 12 [Describe the challenges how to ¢
belween doud provider and C
provided data protection or encryptionjinstances key or City of Cope Town can lever

Nelskope can integrate with you on premise
fo enable you fo maintain all ownership of

lour mulfi- tenant. cloud based HSM solution tao
|moinfc'n full control of your instance keys. |

INelskope oflers encryplion both in-line with tralfic|
(data uploaded] and through APl Protection
(data ot rest in sanctioned applications). Using
APl inrospechon, exsting content can be|
lencrvnted and it will be decrvnted transnarentiv
for users that hove clreacdy been provisioned for
inine decryption (ond permitted by policy).
[Encrypfion of data is a policy based aclion and|

an therefore be applied when certain policy
crleric are met, including the results of DLP
[scanning. As an cxampie, an APl-based [API|
Protection) policy could scon dota at rest in a
cloud application to find Pl data in documents

|ONAa TSN encrypTt only TNose Gocumenis. |

All fransmission of confidential and/or sensiliv
information over public networks is handled usi

|secured socket layer (SS1). [
]Indusfry stondord strong SSL is used to enn:rypf|
|CQTA TNAT IS SeNnT over The publC NeTworks. I

|Supported versions are: i

R e e el
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o — — — —

INetskope Active Cloud DLP works in coniunction

|AP1 Protection fecture, which enables you fo
|ISCOver content resigent n your cloud apps, no |
matier when it wos uploaded. Administrators
have the opfion to encrypl the file malching
policy violation using Netskope's strong AES-256-
Ibit encrypfion with subport for cloud-based. fauli- |
toleront AIPS 140-2 Level3 key management with
on oplional hardware security module or
unregranon with your on-premises, KMIP compliant |
lkey management system. |

INetskope supports mulfiple siuciured date |
lencrypfion methods: « Brina vour own I
Key '
* Gateway Encryplion I

IBYOK (Brina Your Own Kewl: Netskans acte nc kead
lbroker between City of Cape l
llown's or Netskope Cloud hosted HSMs and thel
ISaS provider. |

fGoieway Encrypfion:  Netskope suppoﬂs{
lobfuscation and/or encrvotion of sensitive datal
for Salesforce.com. With Netskope customers can
decide to obfuscate the Pll fields creating o one-
iway hash or apply encryption to orotect thel
Icontent using a customer provided HSM. Since this

14N
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method s no longer actlively supporfed by
LGS UV UM VET WU, NTIRRUDC UUVYBES 10U

go the BYOK route.

H13

lcompliance purposes

Describe how the CASB cdminisirativelAdmin Actions
laccess and octlivifies are recorded fordNetskooe provides on Admin Audit Loa that canl

be cccessed from the product console.
Luditlogsccnbeseorchedmdﬂieredforcdtﬁn
jaciwvity, imestamp, and severity of the ocfivilyl
oudit log frocks all octlivity performed
Fl;'sfodniniﬂmm with access to the Nets
product console, including successful a

all admin octivities such as:

unsuccessful login attempts. The Audit logs recmj
[T o I
|* Logout I
. Policy changes

. Setting changes ‘
I* AQC/IEMOVE USers I
| Admin privilege changes |

IAdcifionaly. customer admin occess logs fo our|
IWeb Admin Ul are logaed by our service as event
liInas and are Availakls tn Alinnte within Acre Wak)

[User Activitv/Metadata |
The Netskope Cloud Security plotform maintai
boih reakime analytics of evenls aond dﬁ
'geneluted for unsanctioned and sonch
apps. The delails thal are captured in t
metadata are;

|= User ID (both enterprise UsenD and anv |

jother ias the user used fo login fo the app) ]

10
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Annhcemhnn

L N s T e

Appiicanon Locanion
App Instance

Category

Cloud Conndence Level (Enterprse

IReadiness Scarel

DLP Profile and Rule triggered
Data Classification

Policy Name

Braowser or Native Client | lsad

Neowsma MMaccifandian

FIeObieci(ikeﬁenameoremi

subject]

Bytes Uploaded

DYIES LJUWI BOUUEN
Length of Connection

Arcetss Method [Reverse Provvw Fanascsrdl
[Proxy. API Protection, Agent, I0S Mobie Profile) |

h?\eemdAcﬁviﬁesloggedvaybeMeendmd

lapplications,

recoanized for a few comman annlicatinne:

Microsoft Office 365 OneDrive for

As an example of aoctivitied
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echnical Requiremenis / Quesfions

|‘ systems -
] IBusnes. Create, Delete, Download, Edit, Folow.l

‘Wmll‘odﬂcdlm ‘

I I ISuccessful, Post, Share, Upload. View, View All |
. Box: Create, Delete, Download, Edit, Login
Attempt, Login Failed, Login Successful, Logout,
Post, Share, Upload, View, View All

l | [e Salesforce: Create. Delete. Download. Edit!
Follow, Invite, Login Aftempt, Login Failed, Login
Successful, Logout, Post, Send, Share, Upload,

I |The Netskope Ul presenis all events under 1'he{

I ISkopell window whiCh Consis! or: |
| I [= Paace Fvents l
. Applicatfion Events

l . Admin Audit logs = Alerfs
| |In<:idenf Management

H14 ll.isi ully supported IAAS Cloud providerslArrmzon Web Services, Microsoft Azure, and
| lsupported in South Africa bv 31 IGooale Cloud Platform
lDecembet 2019, Provide evidence. fRefer to
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solution

—— — —————————— S — w— v— m—
—_——— e ———— — — — . —

supports

H 15 |Describe how your proposed

a

Yes, Netskope is the only cloud nafive, multi
CASB as defined by Gariner and fully supports APl

I |[depioyment i.e. forword proxy supportfindine proxy [lorward and reversej, and log
reverse proxy support and APl

collection. This richness of feclures ©
capabiities enables City of Cape Town fo rnej
[Their Cloua SecunTy ODJeCTIVES IN TNe MOST NexIDIg
Imodels in the industry. I

INetskope offers all deployment modes (e.g.. logd
Ibased discovery, APl Protection, reverse proxy,]
levery forward nroxw method) These onfions aliow!
INetskope's customers to cover all the ways users
joccess cloua serices wilh granuiar conmo! 4
ther on premises or remote, using a lapfop orf
mobile device (managed or unmanaged), :j
imespective of occess method (browser,
[client or mobile app.] The methods Neifskope uses
|to see cloud service traffic have been palented, |

Some ot the largest companies in the world usel
Netskope in all modes -including the iorgest ba
cguto mgker, insurcnce compony, paymen
processor, retailer, pharmaceuticol,
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’energy company, consiruclion equi
manufacturer, and accouniancy firm. Nem
Ibelieves that we process more iraffic than anvi
lathar CASR AnAd we mre tha Anhe CASR #nihd
goveming services using a forward proxy ini
procduction at scale. Please see the oddit
Idetails orovided below. I

|[xeg-nme prorecnon |

[» Forward Proxv [GRF. PAC. DNS. Client. |

Proxy Chaining) for use cases including:

‘ o Redaifime visibiity and control for

| managed devices on and off thel
neftwork occessing sanctioned ond

‘ unsanctioned cloud services

I O Kealnme visibaty and control tor |

I

unmanoaed devices on the comorate |
network accessing sonctioned cloud
services

|* Reverse Proxy (SAML, WS-FED, ADFS] for use |

| © Real-time visibility and conirol for |
| unmanagea cewvices oft  The |
corporate  network  accessing
sancfioned cloud services
© Realime visibility and control for
manaaed deviees  off  tha |
comporate neiwork  accessing
sanctioned cloud services (not
| necessary if steennaq client is |
installed)

14r



TENDER 265520192020

I

[ru it Af RAnA

'- AP Protection for use cases including:
o Dato-of-rest [near real fime) visibility
and confrol for managed ond unmaonoged
devices accessing sanctioned opplications

Risk Insights

H 14 [Describe how the CASB is able o wranp!With Netskope's ‘custom opps’ funclionality the

lapplications are .Net version 4.7

lor proxy. and protect existing customladmin caon define custom services easily and
web applicafions which have been programmatically without ony scripting or code
developed by the City. These webldevelopment. This provides capability to exend

visibility ond controls for the security feam to
understand which users are logging in, logging

) el W 4. . - ..

lcustom opps which caon even be hosted in
public cloud infrastructure, such as AWS, Azure
or GCP,

|= For the universal connector, once thel
associated domains for

T44
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systems -
echnical Requiremends / Questfions

‘momwn/rmm

t custom appication is added in; administrators
an create granular security policies to secure
lthe acitivities of that custom apblication. Custom
opplications also get the some ability as pre-
defined gpplications with respect to being
Iselectively steered for specific platforms. Used in
conjuncfion with Neifskope Cloud DILP ond
Netskope Threatl Protecfion, it & possible fo
protect sensitive data from leaking from custom
‘cloud services and gain visibility of anomalous
end- user behaviours.

. For the custom connector, the scme
ifeatures apply, but in this cose the odministrator
must, one-time, caplure the actions in the target
jopplications via o browser plugin, ond map the
[output [5ON INtO specmc applicahon achons within
Ifhe connector.
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H17 ibe the DLP capabilifies of
jon in order to proactively di
classify sensitive dato. What actio

|mcy be taken?

i

— — ———— — —

Yes, on SoaS, loaS and Web with the so

advanced engine and the saome policy. Nefsko

has the most advonced DLP in the indushv
[dmea for high accurocy and low fcm]
[POsmVEs, OnNa Can DEe applea 10 Aror inene
|geployment. Key capabilities incdlude more than |
[2.000 datn idenfifiers. auinnart far mare than 1 NNN|
ifle types, custom regular expressions, proximity |
janalysls, weigniea aicnonanes, hngerpannng, |
exact maich, opfical character recognifion]
(OCR). and more, You can also respond quickly
ond thoroughly fo DLP policy violations using
INetskope’s end-to-end workflows and perform|
farensic analsic with comnmmhendve Aoan |

Iwuvur AT TN, I

INetskope Cloud DLP supborls several workfiowsd
hot vary based on the nature of the cloud i

’:Jnd the acfivilies availoble within the S;Tv:j
|Admins can block specific actions like uoload and
share, alert for inciden! monagement purposes
quaranifine files with sensifive data, encrypt files
lana put nles in lkegal hold for review. Furthermore)
Ithese actions can be taken based an the savearhd
of the incident. The solution supporis four levels o
severty - Low, Medium, High, and Crifical,
Iseverity level is based on violation counts that arsl
configured on a rule by rule basis. [

168
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[. systems -
Brief Descripfion / Technical Response
echnical Requiremenis / Questions ‘
H18 |Describe how sensitive data may Policies con be cregted to prevent opporiunity for
tected when download from o dota exfiltration by creating granulor policies thall

lprovider to @ monoged or aniprevent certain fvpes of data (fidenfified b

sCenanos,
|

B 4 hOIemnm

unmanaged device. Describe bothicontent, fie on extension, file type, etc.) fr

going fo unsancfioned cioud appicaiio:sr]
|Addifionaily, Netfskope's Machine Leoming
Anomaly Defecfion (MLAD) is generafi
octliongble insights from the mountain of
evenls occcumuicted.

Neiskope Acfive Threat Platform provi
advanced machine leaming cnomaly det::j
land works behind the scenes using sophisticated
machineleaming algorithms o confinuously!
monitor user behaviour. It then intelligently!
estoblishes a baseline and uses it to discover,
lanomalous behavioural pattems. which could
indicate risky octivity. These risky behaviours could
be failed logins, unnecessory shoring of|
Icredentials, users loqaing in from risky locations orl
unknown devices dafa exfiliration activity such o
ownloading sensifive data from a sonctioned
and then uploading thot saome content to a

lunsanctioned apo. and manv maore. :

I'merclcvonl example fo this question is our "Doto|
[Exfiliralion™ anomalv. which fracks when a filal
(MD5) hos been subsequently uploaded to d
service ﬂmlhcﬁﬁeren”hmthoffromwidmmj
lbeen previously downlooded within a fixed

duration of fime (e.g. "John downlooded a lile]

140
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—lfmnaox_mdﬂ\enunloadedmatmmﬁieid
within 1 hour”). |

H19 |Describe how the proposed CASB
solution will integrate with the existing
I IMCATee ESM SIEM solution

TNetskope offers a REST AP! interfoce thot

you fo leverage evenis and dlerls obtained

lthe deep visbility provided bv the oplatforml
Organizations use this interface to incorporate thi
dataintoe:ﬁsﬁwgpmc&ss&smmveb:
jaennea as part of SIEM technologies. We havel
been successfully deployed with many leadi

CIEAA ermadrlore eiwmby e ArmCile Coeb sl —~—

QRadar. Netskope has developed @ Splunk Appl
Ithat orovides a dashboard to view cloud securihd
evenls.oswencsseacringofaloftheeventﬂ

[The Netskope Security Cloud platform maintoins

|both reaktime analviics of events and alerts
Igenemted. |

|[NeTskope also provides a simple abstraction scripf
convert! the REST APl data to other formats
as sysiog for those that require it.
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[Hzo Descriibe how the proposed C

ion will integrate with your pro
emprise DLP solution, or o
enterprise DLP solufions.

Netskope solufion can infegrate seamiessy
ith an ICAP interfoce to City of Cape Town
mise DLP solution. This will require to deploy
o virtuol appliance (secure forwarder) thot will
medicte the connection belween the Nelskope
[PICTTONM ONG Ne EXSTNG on-prem DLP, [
INetskope has the most advanced DIP in thel
ndustry, designed for high accuracy and low
rposiﬁves, and can be applied to both Inline a
|AP1 geployments. Key capabiities include morel
Ithan 3.000 data identifinre. annarnt far mars than |
11,000 fie types, custom regulor expressions)
jproxmity  onalyss, wesghted  dichionaries)
[fingemrintina. exoct match. obfical charncted
recognition [OCR), and more. Netskope has
successful in working with many customers o
megrafing on-prem DLP policies 1o its cloud DLP. |

H21 Describe how the proposed solution will |Yes. Netskope prowdesoregﬁwofdoudmc::i
mit or restrict poor cloud applcationswhich includes a risk assessment of each service

and recommend more secure
frustworthy applications fo the
[directty

the Netskope Cloud Confidence |
(CCl). The CCl ossesses an app's “ent
readiness” based on objeclive criteria and
[ass‘gns it an overall score. Netskope's CCl frac
over 30,000 cloud services, each measured ocros
SO0+ criteria such as: product copabiities, leqdl
'oudifing and cerfificafions, and SLAs. Nelskope"
CCl also includes addifional parameters like ddq
provide o 360-degree view of o cloud
provider. Based on these factors, mdgomrm'
applied fo determine on overall ent
[recdiness Index score -each opp is aiven a scorel
between 0-100. |

i
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ICASB systems -

Technical Requirements / Questions

anfrmm

— — ——

The score gives you an at-a-glance assessment of
whether an app is ready for your enterprise, or if
lyoull need 1o limit access and permissions 10 the|
app based on ifs risk level. Moreover, you con
incorporate the CCl into your cloud app policies
within the Netskope Secunty Cloud Piatform - suchi
las to resirict certain activities within the ano or limitl
device types thaot are allowed to access the app)
- in order to declare on app suitable for

lorganization. I

lr-u.. Mmoo Tmssom mmmen slam snn il . e o ._._!_J__L‘____t

|oT These memcs based on your specific business|
requirements o ensure relevant benchmarking, as

as compare mulfiple cloud cpps side-by-side
for further evaluation. Further, City of Cape Town
lcon associate "faas”™ io identify aobos asl
sanctioned, unsanclioned, used by specific
departments, etc. ond then apply policies and/or
reporting based on these tags. I

Nefskope also assesses the GDPR- readiness of 'het
cloud services ond provides a GDPR readiness
widget to help you easily ideniify and report on
apps that are not GDPR compliant.

The CCI is updoted monthly with cop undatel
frequency. depending on the popularity of these
apps among our cusiomers. Nefskope customers
ican aiso send feedback regardina the aoos!
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|sourcing}. A historical overview of ecch opp's CCI|
(WIS U 1002 TETUDLE VWETY 1 RS UL 1D LT IaU)

[in the Past 1§ also avadable. |

Please see the examples of the CCl database and

loa].lstcble nsk weight values shown below:
e
- L T — -
_n
. Ceeemmmiam e
fe = S ]
1 T L RS o -
-
g, | o
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|

—

cribe and provide o Depending on your use case and requirements,
chitectural diagrams how onec or more deployment modes could
posed CASB solufion wil eployed.
implemented on premise and in cloud | I
| INetskope Risk Insights can be deployed os ¢ SoaS|
| JONdy SOIUTION. HOWEVET, IT IS TYPICQI 1O O CUsiomer|
I fto install @ Virtual Applicnce to collect logs from|
web proxy, parse the logs, ond then upload
} the logs to the Nelskope cloud. The Netsk
Virtual Applionce is an image that con be
| lon VMware FSX. KVM. AWS or Microsoft Hvner.V |

|Altematively, and at an additional cost, Nefskope)
lis the only CASB 1o oller physical applionces. Thevi
lhave heen huiilt hw Naktknne and rama in Al
tomper- resistont chassis. These appiiances
[support ditterent modes of deployment, including
|Risk Insights, Inline Policy Enforcement (Forwa
Proxy}, ond Infine Troffic Steering.

Netskope supports the following inline options (

i lcan be done simulianeouslvi: I
1. Proxy-Chaining- You can configure your on
premise perimeler proxy to point 1o Nelskope as
I lan upsiream proxy and steer explicit application|
to yourinstance of the Netskope piatform for real
time contextual access confrol, policy confrol,
dato protection, and govemance.

I 2. Netskope Vifual Abppliance - can bel

NCiUae KoAF ULF CReNT, KMIF UIenT, EXPRCIT Froxy|
lor in DNS intearation mode which will allow traffic:|

I
I

going fo SaaS apps to be steered through this
l le.u appiiance o your instance of Netskope in

— S— e N . = — I
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3. Netskope Reverse Proxy Provides su

for your managed and unmanocged users ac

sanclioned SaaS services through browser

sessions. There is nothing to deploy on premise
this mode of operation.

4, Nelskope Mobile Profile- Allows Nelskope 10
eploy ¢ profile or integrate with your
olutions to steer fraffic fo your instance o©
Netskope for any Soas opp. |

IS. SAML intearafion- This is ideally used 1o

impose granular policies over unmonoged

WM. 6. Neiskope Client - Users with

INefskope clien! will have theirr gesignoted SooS

ltraffic steered throuah vour instance of Netskope!

[There is nothing to deploy on premise for this model

ol operanon. Ine Netskope client runs ar user ilevel

lcontext and uses Admin level orivileaes for thel
installer service. The "NS Agent Service™ will
loaded only on restarfing the Nefskope clien

|drive, not during enabling/disabing or networky
lfinne Netknne rlient dnes nnt interfere with nd

Imodiify anything specific in the Native OS Network

Istack, it just caplures and Tunneis e Saas Tamc |

The Nefskone client runs in minimal CPU and

lanasnan: nnd ie o innarkard An Hha follradnes- [

RAfincirnase 1N 9 AnA L4 kit l
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L._ = o
echnical Requiremenis / Quesfions

Brief Descripfion / Technical Response

=  MacOS 108 IMountain Lion). Mac 10.9
(Mavericks) and Mac 10.10 [Yosemite), Mac
10.11 (El Coptain}, MccOS 10.12 (Sierra), Mac
[10.13 [Hiah Siemal. Mac 10.14 (Moiave) |
= i0OS 10.0and above

=  Android 5.0 (Lolipop). Andiroid 6.0
{Marshmaoliow), Android 7.0 (Nougat), Android

« Chrome OS version 53 ond above |

|Additionallv. the Netskooe solution is able tol
|integrcfe in other ways as well, such as GRE oncq

Please see the attoched document which outii
eployment opfions.
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I H23 [Dcscribc the your proposed CASEISAP Success Factors is supported in forward pnaxyl
ufion support for SAP Success Factors mode. The following octlivilies can be detect

HR cloud suite solution

= =

Create, Delete, Download, Edit, Login Altempt,
Login Failed. Login Successful. Logout, Share,
[tininad. View |

\And the supported actions are: |

l— Granular access control I
i |

|- Inreat Protechon |

I:-e following remediation oclions can t:e'
enforced (may vary depending on the activity):

|-Block |
L.User Alert |

r N il T e i

ISAP Success Foctors Communily is also supported
thomﬂaoccessconhuformelolowinq

|acnons: |

Download, Login Attempt, Login Foiled, Login
Successful, Logout, Upload

INetskope i workina to an APl connectar for SAP
[Success Factors l
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g [ ) Brief Descripfion / Technical Response
Technical Requirements / Quesiions

H24 |5 the proposed CASB solution clchYes. Netskope has a Point of Presence in
component hosted in South Africc inJohannesburg (JNB1) and is hosted within Liquid

order fo minimize latency. Telecom
H2S {How will the proposed solution integrctelNe!skope can consume logs from these
ith the Cily’s Paio Alto firewalls? technologies: Cisco-ASA, Bro- IDS, Checkpoint

| | [Cisco Catalyst, Cisco IronPort. Forfinet. Bluecoat
MicrosoftdSA, Juniper SRX, Mcafee, Juniper
Neftscreen, Palo Alto Networks, Blue Coat proxysg.
Cisco ScanSafe, Sensage SIEM, Sonicwall, Sophos
Web Galeway. Symoniec Web Security,
Trustwave, Websense, Zscaler. In addition to the
above buil-in parsers, Netfskope olso supports
creating custom parsers oniine for custom log
formats (CSV. syslog. and SIEM exports).

H26 Provide sianed reference letierss fromCompany policy deoicts that Caranation mav nat
lcompanies or orgonisations with in Southlprovide written references, however you
Afica where you have providedcontact Phiip Greeff on Greeff@coronation.
architecture, implementation andor 021 680 2404 for o reference on CAS
support services for the proposed (Netskope) and Managed Security Operations
solufion. Only official letters will Centre (Nview)
recognised which have been authorise

[oy a delegaled maonager. C

details must be provided in order t

‘perforrn verificafion of your solution.

] would De highly beneficial for thel

reference letters to include details of 1

projec! including relevant technologi

I [WNICN The Uity uses, Frovide all required I
I levidence in Schedule 14: infarmation tol I
| |be provided with the fender |
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